c: KNOWNSEC

Smart Contract Audit Report

Security status

Safe
* % k k Kk

Princi pal tester. Knownsec blockchain security team




] % %ﬂﬁﬁu¥ KST Smart Contract Audit Report

Version Summary

Content Date Version

Editing Document 20210305 V1.0

Report Information

Title Version Document Number Type
KST Smart Contract Open to
V1.0
Audit Report project team
Copyright Notice

Knownsec only issues this report for facts that have occurred or existed before
the issuance of this report, and assumes corresponding responsibilities for this.
Knownsec is unable to determine the security status of its smart contracts and is not
responsible for the facts that will oecur or exist in the future. The security audit
analysis and other content made in this report are only based on the documents and
information provided to us by the information provider as of the time this report is
issued. Knownsec's assumption: There is no missing, tampered, deleted or concealed
information. If the information provided is missing, tampered with, deleted, concealed
or reflected in the actual situation, Knownsec shall not be liable for any losses and

adverse effects caused thereby.



] § ﬂ]ﬁﬁu%‘z KST Smart Contract Audit Report

Table of Contents
1. INErOAUCHION c.uceeeeenieieenineecneninnccsnessnesssessnesssesssseessessssssssessssesssassssesssasssessanses -6-
2. Code vulnerability analysis ......cccccceevecsvnicssnicssnnicssnrcssssnesssicssssncssssscsssessasees -9-
2.1 Vulnerability Level DiStribUtion ..........cccceecueerieniieniieiieeiiesie e -9-
2.2 AUdit RESULL ..o e -10 -
3. Analysis of code audit results ........coeievveicivrinsverinsserisssnncssnrcsseressssecssssesnns -13 -
3.1.  Oracle price update [PASST .oooovoviiiiiee et -13 -
3.2.  Pledge pool pledge function [PASST ....ccoovviviiiriiiieeeeee i -14 -
3.3. Liquidity management function [PASSY ... -15 -
3.4. Functions of the Token Master Contract/ [PASSY ..., -20 -
4. Basic code vulnerability detection ....c.....cccooeeeescericsciissnercssnrcssnercssnsssssssscnns -22-
4.1. Compiler version security [PASST ..ot -22-
4.2. Redundant code [PASST ... ..o i, -22 -
4.3. Use of safe arithmetic library [TPASSY ....cocoiiiiiiiieeeee, -22-
4.4. Not recommended encoding [PASSY ..o, -23 -
4.5. " Reasonable use of require/assert [PASST ....ccccoooiiiiiieiiiece -23 -
4.6. Fallback function safety [PASST ..o -23 -
4.7. tx.origin authentication [PASST .....cccooiiiiiiiiiecieeeeeee -24 -
4.8. Owner permission control [PASST ....ccoiiiiiiiiiiieccee e -24 -
4.9. Gas consumption detection [PASSY .....ocoooiioiiiiiiiieeeeeeeeeeeeee -24 -
4.10.  call injection attack [PASST ...cocoiiiiiiiiieeeeeeeee e -25 -
4.11.  Low-level function safety [TPASST .....cocoovoiiviiiieeeeeeeeeeeeee -25 -



] § ﬂ]ﬁﬁu%‘z KST Smart Contract Audit Report

4.12.  Vulnerability of additional token issuance [PASST .......ccccccevviirirnnnes -25-
4.13.  Access control defect detection [PASST ..ocoovoviiiiiiiiiiieee - 26 -
4.14.  Numerical overflow detection [PASST .....ccceviiiviieiiiieeeee - 26 -
4.15.  Arithmetic accuracy error [TPASST ..o -27 -
4.16.  Incorrect use of random numbers [PASST ......cccooovvviiiiviniiicii -28 -
4.17.  Unsafe interface usage [PASST ..o -28 -
4.18.  Variable coverage [PASST ....ccoiiiiiiecieee b - 28 -
4.19.  Uninitialized storage pointer [PASST ....cocoiiiviiiiiiieeciiee et -29 -
4.20.  Return value call verification [PASST ...l st -29 -
4.21.  Transaction order dependency [PASST ..ot - 30 -
4.22.  Timestamp dependency attack [PASST w.....ccocooooiiiniiiiiecece -31 -
4.23.  Denial of service attack- LPASST e.iiiueviiiiiiece e -32-
4.24.  Fake recharge vulnerability [PASSY .......cccoooiviiiiieececceeee -33-
4.25. Reentry attack detection [PASST ....cccoiiiiiiiieiiieeee e -33 -
4.26. Replay attack detection [PASST ..o -33 -
4.27. " Rearrangement attack detection [PASSY ......ccccoooviiiiiiiiicceee -34 -
5. Appendix A: Contract COAe .......uiinvvrissrrrcsssnrcssnrcsssnrcssssecssssessssssssssssssnns -35-
6. Appendix B: Vulnerability rating standard ...........ccoceeveeevueiseccseecsenssncnnne -84 -
7. Appendix C: Introduction to auditing toolS..........cceeereeerueiseccseecsuenssnennne -86 -
7.1 IMIANEICOTE ...ttt ettt sttt ettt st b et et e sae et e sae e b enees - 86 -
T2 OYENEC ..ottt ettt ettt ettt e ettt e et e e st e et eeeibeeeabeeesbeesnbbeesnbeeennbeeenanes - 86 -
7.3 SECULTEY.SH .ottt - 86 -



i § %uﬁﬁu%‘: KST Smart Contract Audit Report

TA ECRIANA ..ottt -87 -
TS MATAN L.ttt ettt ettt ettt ettt b eae - 87 -
7.6 CTREISPIAY ..eeeiiiiieeiieeie ettt et ettt esaaaens -87 -
7T TAA-CVINL .ttt sttt ettt st -87 -
7.8 REMIX-TA@. c..eeiieniieiiiiiieieeeete ettt sttt -87 -
7.9 Knownsec Penetration Tester Special ToolKit.........ccocceeriieiiiniiiiiesiieeieene - 88 -



] % %ﬂﬁ@]$ KST Smart Contract Audit Report

1. Introduction

The effective test time of this report is from Since February 26, 2021 to March 5,
2021 . During this period, the security and standardization of the smart contract

code of the KST will be audited and used as the statistical basis for the report.

In this audit report, engineers conducted a comprehensive analysis of the
common vulnerabilities of smart contracts (Chapter 3). The smart contract code of

the KST is comprehensively assessed as SAFE.

Results of this smart contract security audits SAFE

Since the testing is under non-production environment, all codes are the latest
version. In addition, the testing process is communicated with the relevant engineer,
and testing operations are carried out under the controllable operational risk to avoid

production during the testing process, such as: Operational risk, code security risk.
Report information of this audit:
Report Number:
Report query address link:
https://attest.im/attestation/searchResult?qurey=

Target information of the KST audit:

Target information

Token name KST
Code type Token code, OKExChain smart contract code
Code language solidity

Contract documents and hash:

Contract documents MD5

| ERC20. sol 215DB3D2B6A3BDE9297D164F8CBD4402
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IKswapCal lee. sol

IKswapERC20. sol

|IKswapFactory. sol

IKswapPair. sol

IKswapRouter01. sol

IKswapRouter02. sol

IWOKT. sol

KSTToken. sol

FixedPoint. sol

KswapLibrary. sol

KswapOraclelLibrary. sol

Math. sol

SafeMath. sol

TransferHelper. sol

U@112x112. sol

Oracle. sol

DepositPool. sol

LiquidityPool. sol

TradingPoolV2. sol

KswapERC20. sol

959A9CCE3F383AB2BB2223D806DB2ES8

OFDE1C027002442CE15FAS8DCCEOEA3DB

BCO7A55EDOFDFOB2CF2F0A3F4B1D8B4A

082EAA3F8353537F205D0F 7A3160060D

454BEOCF 6A45818DBA7E8F32AE6D2F0OB

E2379DCB210D8F 6E6064F0DCD55201D7

9C194449A8643CE70AOF 263CAF825AFD

9A3CE769D6A3516COEDFC9481B3859E7

2A3B1D277C9F7F59823275D9AE16EFFO

B8FC318D3C4FADYA855E24ACF4DOF4ABD

OEFD697ECEF27655234G13A4BCECEE30

BAF379A423703AB9C461DF6C94D3223B

851CEFBOA22D2AE9240054CA76941739

B312DFEFO5A1E7FDBADE150348591BDO0

7283321879C861E2DAB8CO7E021B5E65

309786C4F7BB8031E8D2736F1C688A25

5E41C8BOCA31F435E0C52AD9F09BDA18

A4BD6DCD81B43016DB8455804BFCE266

A759F8A7651B08107BEFD50DOCEA4B5C

D2CB99FA7AE9EB8800924E085F2CC298



KST Smart Contract Audit Report

SmEgl=

KswapFactory. sol
KswapPair. sol
KswapRouter. sol

TimelLock. sol

BC2EF73484DF5A772DDEAEF2D4EFCOAQ

39A157E7395D481037FA49C7F2FD5C94

BFBF39777AC79F101539DA1C8B39A42C

53FCE806BDE23340635E0204D6F2525B
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2. Code vulnerability analysis

2.1 Vulnerability Level Distribution

Vulnerability risk statistics by level:

Vulnerability risk level statistics table

High Low Pass

0 0 31

Risk level distribution

= High[0] = Medium[0] =Low[0] = Pass[31]
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2.2 Audit Result

Audit

Result of audit

Audit Target

‘ Status ‘

Audit Description

After testing, there is no such safety

Oracle price update | Pass
vulnerability.
Pledge pool pledge After testing, there is no such safety
Pass
function vulnerability.
Business .
Liquidity
security testing After testing, there is no such safety
management Pass
vulnerability.
function
Functions of the
After testing, there is no such safety
Token Master Pass
vulnerability.
Contract
Compiler version After testing, there is no such safety
Pass
security vulnerability.
After testing, there is no such safety
Redundant code Pass
vulnerability.
Use of safe After testing, there is no such safety
Pass
arithmetic library vulnerability.
Basic code . .
Not recommended After testing, there is no such safety
vulnerability Pass
encoding vulnerability.
detection
Reasonable use of After testing, there is no such safety
Pass
require/assert vulnerability.
fallback function After testing, there is no such safety
Pass
safety vulnerability.
tx.oriigin After testing, there is no such safety
Pass
authentication vulnerability.

-10-
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Owner permission

After testing, there is no such safety

Pass
control vulnerability.
Gas consumption After testing, there is no such safety
Pass
detection vulnerability.
After testing, there is no such safety
call injection attack | Pass
vulnerability.
Low-level function After testing, there is no such safety
Pass
safety vulnerability.
Vulnerability of
After testing, there is no such safety
additional token Pass
vulnerability.
issuance
Access control After testing, there is no such safety
Pass
defect detection vulnerability.
Numerical overflow After testing, there is no such safety
Pass
detection vulnerability.
Arithmetic accuracy After testing, there is no such safety
Pass
error vulnerability.
‘Wrong use of
After testing, there is no such safety
random number Pass
vulnerability.
detection
After testing, there is no such safety
Unsafe interface use | Pass
vulnerability.
After testing, there is no such safety
Variable coverage Pass
vulnerability.
Uninitialized storage After testing, there is no such safety
Pass
pointer vulnerability.
Return value call After testing, there is no such safety
Pass

verification

vulnerability.
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Transaction order

After testing, there is no such safety

dependency Pass
vulnerability.
detection
Timestamp After testing, there is no such safety
Pass
dependent attack vulnerability.
Denial of service After testing, there is no such safety
Pass
attack detection vulnerability.
Fake recharge
After testing, there is no such safety
vulnerability Pass
vulnerability.
detection
Reentry attack After testing, there is no such safety
Pass
detection vulnerability.
Replay attack After testing, there is no such safety
Pass
detection vulnerability.
Rearrangement After testing, there is no such safety
Pass

attack detection

vulnerability.

-12-
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3. Analysis of code audit results

3.1. Oracle price update [ PASS]

Audit analysis: The project contract uses Oracle.sol as the oracle price
synchronization contract, and uses the update function to update the observation price.
After audit, the logic function of the place is normal, and the authority control is

correct.

function update(address tokenA, address tokenB) external {// kmownsec Update
Observation Price External Call
addpress pair = KswapLibrary.pairFor(factory, tokenA, tokenB),// knownsec Update

trading pair

Observation storage observation = pairObservations[pair];// knownsec Take out the
corresponding transaction pair to observe the structure

uint256 timeElapsed = block.timestamp - observation.timestamp,// knownsec Time
calculation

require(timeElapsed == CYCLE, "KSWAPOracle: PERIOD NOT ELAPSED");//
knownsec Update cycle check,

(uint256 priceOCumulative, uint256 pricel Cumulative, ) =

KswapOracleLibrary.currentCumulativePrices(pair);
observation.timestamp = block.timestamp,// knownsec Time update
observation.price0Cumulative = priceOCumulative;

observation.pricel Cumulative = pricel Cumulative;

Recommendation: nothing.

-13-
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3.2. Pledge pool pledge function [ PASS ]

Audit analysis: The project contract uses DepositPool.sol as the fund pledge
pool, deposit as the pledge function, and safeMath to prevent overflow. After audit,
the functional design logic of this office is correct, and the authority control is correct.

function deposit(uint256 _pid, uint256 _amount) public {// knownsec Pledge
Poollnfo storage pool = poollnfo[ pid];
UserlInfo storage user = userInfo[ pid][msg.sender];
updatePool( pid),// knownsec Pool update
if (user.amount > 0) {
uint256 pendingAmount =
user.amount.mul(pool.accKstPerShare).div(lel2).sub(
user.rewardDebt
);
if (pendingAmount > 0) {
safeKstTransfer(msg.sender,  pendingAmount);//  knownsec  Pledge
certificate transfer
user.accKstAmount = user.aceKstAmount.add(pendingAmount);

pooliallocKstAmount = pool.allocKstAmount.sub(pendingAmount);

/
if (_amount > 0) {
ERC20(pool.token).safeTransferFrom(
msg.sender,
address(this),
_amount
),/ knownsec Pledge to transfer currency
user.amount = user.amount.add(_amount);
pool.totalAmount = pool.totalAmount.add(_amount);
/
user.rewardDebt = user.amount.mul(pool.accKstPerShare).div(lel2);

emit Deposit(msg.sender, pid, amount);

-14-
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Recommendation: nothing.

3.3. Liquidity management function [ PASS]

Audit analysis: The liquidity management function is mainly implemented in
KswapRouter.sol. After audit, the function logic in the contract is normal and
reasonable, and the authority control is correct.

constructor(address _factory, address WOKT) public {
factory = _factory;
WOKT = WOKT;

receive() external payable {

assert(msg.sender == WOKT), //'onlyraccept OKT via fallback from the WOKT contract

Sfunction setTradingPool(address _tradingPool) public onlyOwner {

tradingPool = tradingPool;

/) F¥*¥EADD LIQUIDITY ****
function _addLiquidity(
address tokenA,
address tokenB,
uint256 amountADesired,
uint256 amountBDesired,
uint256 amountAMin,
uint256 amountBMin

) internal virtual returns (uint256 amountA, uint256 amountB) {

215 -
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// create the pair if it doesn't exist yet
if (IKswapFactory(factory).getPair(tokenA, tokenB) == address(0)) {
IKswapFactory(factory).createPair(tokenA, tokenB);
/
(uint256 reserveA, uint256 reserveB) =
KswapLibrary.getReserves(factory, tokenA, tokenB);
if (reserved == 0 && reserveB == () {
(amountA, amountB) = (amountADesired, amountBDesired);
Jelse {
uint256 amountBOptimal =
KswapLibrary.quote(amountADesired, reserveA, reserveB);
if (amountBOptimal <= amountBDesired) {
require(
amountBOptimal >= amountBMin,
"KswapRouter: INSUFFICIENT B _AMOUNT"
);
(amountA, amountB) = (amountADesired, amountBOptimal),
Jelse {
uint256 amountAOptimal =
KswapLibrary.quote(amountBDesired, reserveB, reserved);
assert(amountAOptimal <= amountADesired);
require(
amountAOptimal >= amountAMin,

"KswapRouter: INSUFFICIENT A AMOUNT"

);
(amountA, amountB) = (amountAOptimal, amountBDesired),
/
/
/
Sfunction addLiquidity(

address tokenA,

address tokenB,

-16 -
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uint256 amountADesired,
uint256 amountBDesired,
uint256 amountAMin,
uint256 amountBMin,
address to,

uint256 deadline

external
virtual
override
ensure(deadline)
returns (
uint256 amountA,
uint256 amountB,

uint256 liquidity

(amountA, amountB) = _addLiquidity(
tokenA,
tokenB,
amountADesired,
amountBDesired,
amountAMin,
amountBMin
);
address pair = KswapLibrary.pairFor(factory, tokenA, tokenB);
TransferHelper.safeTransferFrom(tokenA, msg.sender, pair, amountA);
TransferHelper.safeTransferFrom(tokenB, msg.sender, pair, amountB);
liquidity = IKswapPair(pair).mint(to);
! constructor(address _factory, address WOKT) public {
factory = _factory;
WOKT = WOKT;

-17-
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receive() external payable {

assert(msg.sender == WOKT), // only accept OKT via fallback from the WOKT contract

function setTradingPool(address _tradingPool) public onlyOwner {

tradingPool = _tradingPool;

/) F¥x% ADD LIQUIDITY ****
function _addLiquidity(
address tokenA,
address tokenB,
uint256 amountADesired,
uint256 amountBDesired,
uint256 amountAMin,
uint256 amountBMin
) internal virtual returns (uint256 amountA, uint256 amountB) {
// create the pair if it doesn't exist yet
if (IKswapFactory(factory).getPair(tokenA, tokenB) == address(0)) {
IKswapFactory(factory).createPair(tokenA, tokenB),;
/
(uint256 reserveA, uint256 reserveB) =
KswapLibrary.getReserves(factory, tokenA, tokenB);
if (reserved == 0 && reserveB == () {
(amountA, amountB) = (amountADesired, amountBDesired);
Jelse {
uint256 amountBOptimal =
KswapLibrary.quote(amountADesired, reserveA, reserveB);
if (amountBOptimal <= amountBDesired) {
require(
amountBOptimal >= amountBMin,

"KswapRouter: INSUFFICIENT B AMOUNT"

-18 -
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);
(amountA, amountB) = (amountADesired, amountBOptimal),
Jelse {
uint256 amountAOptimal =
KswapLibrary.quote(amountBDesired, reserveB, reserveA);
assert(amountAOptimal <= amountADesired);
require(
amountAOptimal >= amountAMin,
"KswapRouter: INSUFFICIENT A AMOUNT"
);

(amountA, amountB) = (amountAOptimal, amountBDesired),

Sfunction addLiquidity(
address tokenA,
address tokenB,
uint256 amountADesired,
uint256 amountBDesired,
uint256 amountAMin,
uint256 amountBMin,
address to,

uint256 deadline

external
virtual
override
ensure(deadline)
returns (
uint256 amountA,
uint256 amountB,

uint256 liquidity

-19-
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(amountA, amountB) = _addLiquidity(

tokenA,

tokenB,

amountADesired,

amountBDesired,

amountAMin,

amountBMin
);
address pair = KswapLibrary.pairFor(factory, tokenA, tokenB);
TransferHelper.safeTransferFrom(tokenA, msg.sender, pair, amountA),;
TransferHelper.safeTransferFrom(tokenB, msg.sender, pair, amountB);
liquidity = IKswapPair(pair).mint(to);
/

Recommendation: nothing.

3.4. Functions of the Token Master Contract [ PASS ]

Audit analysis: The main token contract KSTToken.sol, which mainly issues
KSTToken tokens, has been audited, and the internal functions of the contract are
designed reasonably and the authority control is correct.

constructor() public ERC20("KSwap Token", "KST") {

_mint(msg.sender, preMineSupply),

// mint with max supply

function mint(address _to, uint256 _amount)
public
onlyMinter

returns (bool)// knownsec Miners available, minting coins

-20-
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if (_amount.add(totalSupply()) > maxSupply) {
return false;

/

_mint(_to, _amount);

return true;

function addMinter(address _addMinter) public onlyOwner returns (bool) {// knownsec Owner
available, miners increase
require(
_addMinter != address(0),
"KstToken: _addMinter is the zero address"”
);

return EnumerableSet.add(_minters, _addMinter),

function delMinter(address _delMinter) public onlyOwner returns (bool) {// knownsec Owner
available, miner deleted
require(
_delMinter != address(0),
"KstToken: . delMinter is the zero address"
)s

return EnumerableSet.remove(_minters, _delMinter);

Recommendation: nothing.

-21-
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4. Basic code vulnerability detection

4.1. Compiler version security [ PASS]

Check whether a safe compiler version is used in the contract code
implementation.

Audit result: After testing, the smart contract code has formulated the compiler
version 0.6.0 within the major version, and there is no such security problem.

Recommendation: nothing.

4.2. Redundant code [ PASS]

Check whether the contract code implementation contains fedundant code.
Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.3. Use of safe arithmetic library [ PASS]

Check whether the SafeMath safe arithmetic library is used in the contract code
implementation.

Audit result: After testing, the SafeMath safe arithmetic library has been used in
the smart contract code, and there is no such security problem.

Recommendation: nothing.

-22-
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4.4. Not recommended encoding [ PASS ]

Check whether there is an encoding method that is not officially recommended
or abandoned in the contract code implementation

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.5. Reasonable use of require/assert [ PASS ]

Check the rationality of the use of require and assert statements in the contract
code implementation.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.6. Fallback function safety [ PASS]

Check whether the fallback function is used correctly in the contract code
implementation.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

-23-
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4.7. tx.origin authentication [ PASS]

tx.origin is a global variable of Solidity that traverses the entire call stack and
returns the address of the account that originally sent the call (or transaction). Using
this variable for authentication in a smart contract makes the contract vulnerable to
attacks like phishing.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.8. Owner permission control [PASS ]

Check whether the owner in the.contract code implementation has excessive
authority. For example, arbitrarily modify other.account balances, etc.

Audit result: After testing, the security problem does not exist in the smart
contract.code.

Recommendation: nothing.

4.9. Gas consumption detection [ PASS]

Check whether the consumption of gas exceeds the maximum block limit.
Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

-4 -
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4.10. call injection attack [ PASS]

When the call function is called, strict permission control should be done, or the
function called by the call should be written dead.

Audit result: After testing, the smart contract does not use the call function, and
this vulnerability does not exist.

Recommendation: nothing.

4.11. Low-level function safety [ PASS]

Check whether there are security vulnerabilities in the use of low-level functions
(call/delegatecall) in the contract code implementation

The execution contextof the call function is in the called contract; the execution
context of the delegatecall function is in the contract that currently calls the function.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.12. Vulnerability of additional token issuance [ PASS]

Check whether there is a function that may increase the total amount of tokens in

the token contract after initializing the total amount of tokens.

_25-
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Audit result: After testing, the smart contract code has the function of issuing
additional tokens, but it is only used for the constructor, so it is passed.

Recommendation: nothing.

4.13. Access control defect detection [ PASS ]

Different functions in the contract should set reasonable permissions.

Check whether each function in the contract correctly uses keywords such as
public and private for visibility modification, check whether the contract is correctly
defined and use modifier to restrict access to key functions to avoid problems caused
by unauthorized access.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing:

4.14.Numerical overflow detection [ PASS]

The arithmetic problems in smart contracts refer to integer overflow and integer
underflow.

Solidity can handle up to 256-bit numbers (2°256-1). If the maximum number
increases by 1, it will overflow to 0. Similarly, when the number is an unsigned type,
0 minus 1 will underflow to get the maximum digital value.

Integer overflow and underflow are not a new type of vulnerability, but they are

especially dangerous in smart contracts. Overflow conditions can lead to incorrect

-26-
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results, especially if the possibility is not expected, which may affect the reliability
and safety of the program.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.15. Arithmetic accuracy error [ PASS]

As a programming language, Solidity has data structure design similar to
ordinary programming languages, such as variables, constants, functions, arrays,
functions, structures, etc. There is also a big difference between Solidity and ordinary
programming languages-Solidity does not float Point type, and all the numerical
calculation results of Solidity will only be integers, there will be no decimals, and it is
not allowed to define decimal type data. Numerical calculations in the contract are
indispensable, and the design of numerical calculations may cause relative errors. For
example, the same level of calculations: 5/2*10=20, and 5*10/2=25, resulting in
errors, which are larger in data The error will be larger and more obvious.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

_27-
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4.16. Incorrect use of random numbers [ PASS])

Smart contracts may need to use random numbers. Although the functions and
variables provided by Solidity can access values that are obviously unpredictable,
such as block.number and block.timestamp, they are usually more public than they
appear or are affected by miners. These random numbers are predictable to a certain
extent, so malicious users can usually copy it and rely on its unpredictability to attack
the function.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.17. Unsafe interface usage LPASS]

Check whether unsafe interfaces are used in the contract code implementation.
Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.18. Variable coverage [ PASS]

Check whether there are security issues caused by variable coverage in the
contract code implementation.
Audit result: After testing, the security problem does not exist in the smart

contract code.
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Recommendation: nothing.

4.19. Uninitialized storage pointer [ PASS]

In solidity, a special data structure is allowed to be a struct structure, and the
local variables in the function are stored in storage or memory by default.

The existence of storage (memory) and memory (memory) are two different
concepts. Solidity allows pointers to point to an uninitialized reference, while
uninitialized local storage will cause variables to point to other storage variables,
leading to variable coverage, or even more serious As a consequence, you should
avoid initializing struct variables in functions during development.

Audit result: After testing, the smart contract code does not use structure, there
is no such problem.

Recommendation: nothing:

4.20.Return value call verification [ PASS])

This problem mostly occurs in smart contracts related to currency transfer, so it
is also called silent failed delivery or unchecked delivery.

In Solidity, there are transfer(), send(), call.value() and other currency transfer
methods, which can all be used to send OKT to an address. The difference is: When
the transfer fails, it will be thrown and the state will be rolled back; Only 2300gas will
be passed for calling to prevent reentry attacks; false will be returned when send fails;

only 2300gas will be passed for calling to prevent reentry attacks; false will be
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returned when call.value fails to be sent; all available gas will be passed for calling
(can be Limit by passing in gas_value parameters), which cannot effectively prevent
reentry attacks.

If the return value of the above send and call.value transfer functions is not
checked in the code, the contract will continue to execute the following code, which
may lead to unexpected results due to OKT sending failure.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.21. Transaction order dependency [PASS])

Since miners always get gas fees through codes that represent externally owned
addresses (EOA), users can specify higher fees for faster transactions. Since the
Ethereum blockchain is public, everyone can see the content of other people's pending
transactions. This means that if a user submits a valuable solution, a malicious user
can steal the solution and copy its transaction at a higher fee to preempt the original
solution.

Audit result: After testing, the approve function in the contract has a
transaction sequence dependency attack risk, but the vulnerability is extremely

difficult to exploit, so it is rated as passed. The code is as follows:

function _approve(address owner, address spender, uint256 amount) internal virtual {
require(owner |= address(0), "ERC20: approve from the zero address");

require(spender != address(0), "ERC20: approve to the zero address"),
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_allowances[owner][spender] = amount,//knownnsec// Transaction order depends on
risk emit Approval(owner, spender, amount);

/

The possible security risks are described as follows:

1. By calling the approve function, user A allows user B to transfer money on his
behalf to N (N>0);

2. After a period of time, user A decides to change N to M (M>0), so call the
approve function again;

3. User B quickly calls the transferFrom function to transfer N number of tokens
before the second call is processed by the miner;

4. After user A's second call to approve is successful, user B can obtain M's
transfer quota again, that is, user B obtains N+M's transfer quota through the
transaction sequence attack.

Recommendation:

1. Front-end restriction, when user A changes the quota from N to M, he can first
change from N to 0, and then from 0 to M.

2. Add the following code at the beginning of the approve function:

require((_value == 0) || (allowed[msg.sender][ spender] == 0));

4.22. Timestamp dependency attack [ PASS]

The timestamp of the data block usually uses the local time of the miner, and this
time can fluctuate in the range of about 900 seconds. When other nodes accept a new
block, it only needs to verify whether the timestamp is later than the previous block
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and The error with local time is within 900 seconds. A miner can profit from it by
setting the timestamp of the block to satisfy the conditions that are beneficial to him
as much as possible.

Check whether there are key functions that depend on the timestamp in the
contract code implementation.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.

4.23. Denial of service attack [ PASS ]

In the world of Ethereum, denial of service is fatal, and a smart contract that has
suffered this type of attack may never be able to return to its normal working state.
There may be many reasons for the denial of service of the smart contract, including
malicious behavior as the transaction recipient, artificially increasing the gas required
for computing functions to cause gas exhaustion, abusing access control to access the
private component of the smart contract, using confusion and negligence, etc. Wait.

Audit result: After testing, the security problem does not exist in the smart
contract code.

Recommendation: nothing.
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4.24. Fake recharge vulnerability [ PASS]

The transfer function of the token contract uses the if judgment method to check
the balance of the transfer initiator (msg.sender). When balances[msg.sender] <value,
enter the else logic part and return false, and finally no exception is thrown. We
believe that only if/else this kind of gentle judgment method is an imprecise coding
method in sensitive function scenarios such as transfer.

Audit result: After testing, the security problem does notexist in the smart
contract code.

Recommendation: nothing.

4.25. Reentry attack detection [ PASS]

The call.value() function in Selidity consumes all the gas it receives when it is
used to send OKT. When the call.value() function to send OKT occurs before the
actual reduction of the sender’s account balance, There is a risk of reentry attacks.

Audit results:  After auditing, the vulnerability does not exist in the smart
contract code.

Recommendation: nothing.

4.26. Replay attack detection [ PASS]

If the contract involves the need for entrusted management, attention should be

paid to the non-reusability of verification to avoid replay attacks
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In the asset management system, there are often cases of entrusted management.
The principal assigns assets to the trustee for management, and the principal pays a
certain fee to the trustee. This business scenario is also common in smart contracts.

Audit results:  After testing, the smart contract does not use the call function,
and this vulnerability does not exist.

Recommendation: nothing.

4.27. Rearrangement attack detection LPASS]

A rearrangement attack refers to a miner or other party trying to "compete" with
smart contract participants by inserting their own information into a list or mapping,
so that the attacker has the opportunity to store their own information in the contract.
in.

Audit results: A fter auditing, the vulnerability does not exist in the smart
contract code.

Recommendation: nothing.
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5. Appendix A: Contract code

Source code:

IERC20.s0l
// SPDX-License-Identifier: MIT
pragma solidity >=0.5.0;
interface IERC20Kswap {
event 4 dproval(
address indexed owner,
address indexed spender,
uint256 value
event Transfer(address indexed from, address indexed to, uint256 value);
function name() external view returns (string memory);
function symbol() external view returns (string memory);
function decimals() external view returns (uint8);
function totalSupply() external view returns (uint256);
function balanceOf{address owner) external view returns (uint256);
function allowance(address owner, address spender)
external
view
returns (uint256);
function approve(address spender, uint256 value) external returns (bool);
function transfer(address to, uint256 value) external returns (bool);

function transferFrom(

address from,
address to,
uint256 value
) ) external returns (bool);
IKswapCallee.sol

// SPDX-License-Identifier: MIT
pragma solidity >=0.5.0;
interface IKswapCallee ;
function KswapCall(
address sender,
uint256 amount0,
uint256 amountl,

bytes calldata data
) external;

IKswapERC20.s0l
// SPDX-License-Identifier: MIT
pragma solidity >=0.5.0;
interface IKswapERC20 {
event 4 dproval(
address indexed owner,
address indexed spender,
uint256 value
event Transfer(address indexed from, address indexed to, uint256 value);
function name() external pure returns (string memory);
function symbol() external pure returns (string memory);
function decimals() external pure returns (uint8);

function totalSupply() external view returns (uint256);
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function balanceOf{address owner) external view returns (uint256);

function allowance(address owner, address spender)
external
view
returns (uint256);

function approve(address spender, uint256 value) external returns (bool);
function transfer(address to, uint256 value) external returns (bool);

function transferFrom(
address from,
addpress to,
uint256 value

) external returns (bool);

function DOMAIN SEPARATOR() external view returns (bytes32);
function PERMIT TYPEHASH() external pure returns (bytes32);
function nonces(address owner) external view returns (uint256);
function permit(

address owner,

address spender,

uint256 value,

uint256 deadline,

uint8 v,

bytes32r,

bytes32 s
) external,;

IKswapFactory.sol
// SPDX-License-Identifier: MIT
pragma solidity >=0.5.0;
interface IKswapFactory {
event PairCreated(
address indexed token0,
address indexed tokenl,

address pair,
uint256

function feeTo() external view returns (address);
function feeToSetter() external view returns (address);
function feeToRate() external view returns (uint256);
function getPair(address tokenA, address tokenB)
external
view
returns (address pair);
function allPairs(uint256) external view returns (address pair);
function allPairsLength().external view returns (uint256);
function createPair(address tokenA, address tokenB)
external
returns (address pair);
function setFeelo(address) external;

function setFeeToSetter(address) external;

function setFeeToRate(uint256) external;

IKswapPair.sol
// SPDX-License-Identifier: MIT
pragma solidity >=0.5.0;
interface IKswapPair {
event 4 dproval(
addr

ess indexed owner,
address indexed spender,
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uint256 value
event Transfer(address indexed from, address indexed to, uint256 value);
function name() external pure returns (string memory);
function symbol() external pure returns (string memory);
function decimals() external pure returns (uint8);
function totalSupply() external view returns (uint256);
function balanceOf{address owner) external view returns (uint256);

function allowance(address owner, address spender)
external
view
returns (uint256);

function approve(address spender, uint256 value) external returns (bool);
function transfer(address to, uint256 value) external returns (bool);

function transferFrom(
address from,
address to,
uint256 value

) external returns (bool);

function DOMAIN SEPARATOR() external view returns (bytes32);
function PERMIT TYPEHASH() external pure returns (bytes32);
function nonces(address owner) external view returns (uint256);

function permit(
address owner,
address spender,
uint256 value,
uint256 deadline,
uint8 v,
bytes32 r,
bytes32 s

) external,;

event Mint(address indexed sender, uint256 amount0, uint256 amountl);
event Burn(

address indexed sender,

uint256 amount0,

uint256 amountl,

address indexed to

event Swap(
address indexed sender,
uint256 amount0In,
uint256 amountllIn,
uint256 amount0Out,
uint256 amountl Out,
address indexed to

)
event Sync(uintl12 reservel, uintll?2 reservel);
Sfunction MINIMUM_LIQUIDITY() external pure returns (uint256);
function factory() external view returns (address);
function tokenO().external view returns (address);
function tokenl() external view returns (address);
function getReserves()

external

view

returns (

uintl12 reserve0,

uintll2 reservel,
uint32 blockTimestampLast

function priceO0CumulativeLast() external view returns (uint256);
function pricel CumulativeLast() external view returns (uint256);

function kLast() external view returns (uint256);

function mint(address to) external returns (uint256 liquidity);
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function burn(address to)
external
returns (uint256 amount(0, uint256 amountl),

function swap(
uint25 6€zm0unt00ut,
uint256 amountlOut,
addpress to,
bytes calldata data

) external,;

function skim(address to) external;
function sync() external;

function price(address token, uint256 baseDecimal)
external

view
returns (uint256);

function initialize(address, address) external;

IKswapRouter01.sol
// SPDX-License-Identifier: MIT
pragma solidity >=0.6.2;

interface IKswapRouter01 {
function factory() external pure returns (address),

function WOKT() external pure returns (address);

‘unction addLiquidi
/ address to enAt,y(

address tokenB,
uint256 amountADesired,
uint256 amountBDesired,
uint256 amountAMin,
uint256 amountBMin,
addpress to,
uint256 deadline

external

returns (
uint256 amountA,
uint256 amountB,
uint256 liquidity

>

function addLiquidityETH(
address token,
uint256 amountTokenDesired,
uint256 amountlokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline

external

payable

returns (
uint256 amountloken,
uint256 amountETH,
uint256 liquidity

>

‘unction removeLiquidi

/ address token?él, o
address tokenB,
uint256 liquidity,
uint256 amountAMin,
uint256 amountBMin,
addpress to,
uint256 deadline

) external returns (uint256 amountA, uint256 amountB);

function removeLiquidityETH(
address token,
uint256 liquidity,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline
) external returns (uint256 amountToken, uint256 amountETH);
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function removeLiquidity WithPermit(
address tokenA,
address tokenB
uint256 lzquzdtty
uint256 amountAMin,
uint256 amountBMm
addpress to,
uint256 deadline,
bool approveMax,
uint8 v,
bytes32 r,
bytes32 s

) external returns (uint256 amountA, uint256 amountB);

function removeLiquidityETHWithPermit(
address token,
uint256 lzquzdtty,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline,
bool approveMax,
uint8 v,
bytes32 7
bytes32 s

) external returns (uint256 amountToken, uint256 amountETH);

function sw fExactTokenvF orTokens(
uint256 amountlin
uint256 amountOutMin,
address[] calldata path,
addpress to,
uint256 deadline
) external returns (uint256/] memory amounts);

function swapTokensForExactTokens(
uint256 amountQOut,
uint256 amountinMax,
address[] calldata path,
addpress to,
uint256 deadline
) external returns (uint256/] memory amounts);

function swapExactETHForTokens(
uint25 6p mountOutMin,
address[] calldata path,
addpress to,
uint256 deadline

) external payable returns (uint256[] memory amounts);

function swapTokensForExactETH(
uint256 amountQOut,
uint256 amountinMax,
address[] calldata path,
address to,
uint256 deadline
) external returns. (uint256/] memory amounts);

Sfunction swapExactlokensForETH(
uint256€zm0unt]n
uint256 amountOutMin,
address[] calldata path,
address to,
uint256 deadline
) external veturns (uint256(] memory amounts);

function sw fETHForExactTokem(
uint256 amountOut,
address[] calldata path,
address to,
uint256 deadline

) external payable returns (uint256[] memory amounts);

function quote(
uint256 amountA,
uint256 reserveA,
uint256 reserveB
) external pure returns (uint256 amountB);

Junction getAmounIOMt(
uint256 amountln,
uint256 reserveln,
uint256 reserveQut
) external pure returns (uint256 amountQOut);

Junction etAmountIn
uint256 amount
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uint256 reserveln,
uint256 reserveQut
) external pure returns (uint256 amountln);

function getAmountsOut(uint256 amountln, address/[] calldata path)
external
view
returns (uint256/] memory amounts);

function getAmountsin(uint256 amountOut, address([] calldata path)
external

view
returns (uint256/] memory amounts);

IKswapRouter02.so0l

// SPDX-License-Identifier: MIT
pragma solidity >=0.6.2;
import "./IKswapRouter01.sol";

interface IKswapRouter(2 is [szagRouterO] {
function tradingPool() external pure returns (address),

function removeLiquidityETHSupportingFeeOnTransferTokens(
address token,
uint256 liquidity,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline
) external returns (uint256 amountETH);

function removeLiquidityETHWithPermitSupportingFeeOnTransferTokens(
address token,
uint256 liquidity,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline,
bool approveMax,
uint8 v,
bytes32r,
bytes32 s
) external returns (uint256 amountETH);

function swapExactTokensForTokensSupportingFeeOnTransfer Tokens(
uint256 amountln,
uint256 amountOutMin,
address[] calldata path,
addpress to,
uint256 deadline
) external;

function swapExactE THF or TokensSupportingFeeOnTransfer Tokens(
uint256 amountQutMin,
address[] calldata path,
address to,
uint256 deadline
) external payable;
function swapExactTokensForETHSupportingFeeOnTransfer Tokens(
uint256 amountln,
uint256 amountOutMin,
address[] calldata path,
addpress to,

uint256 deadline
) external,;

IWOKT sol
// SPDX-License-Identifier: MIT
pragma solidity >=0.5.0;

interface IWOKT {
function deposit() external payable;

function transfer(address to, uint256 value) external returns (bool);

function withdraw(uint256) external;
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KSTToken.sol

// SPDX-License-Identifier: MIT L B
pragma solidity =0.6.12;// knownsec 75797 1F 75K A
pragma experimental ABIEncoderV?2;

import "(@openzeppelin/contracts/token/ERC20/ERC20.so0l";
import "(@openzeppelin/contracts/access/Ownable.sol";
import "(@openzeppelin/contracts/utils/EnumerableSet.sol";

abstract contract DelegateERC20 is ERC20 {// knownsec 757 14557529
// A record of each accounts delegate
mapping(address => address) internal _delegates,

// A checkpoint for marking number of votes from a given block
struct Checkpoint

uint32 fromBlock;

uint256 votes;

// A record of votes checkpoints for each account, by index
mapping(address => mapping(uint32 => Checkpoint)) public checkpoints;

// The number of checkpoints for each account
mapping(address => uint32) public numCheckpoints;

// The EIP-712 typehash for the contract's domain
bytes32 public constant DOMAIN TYPEHASH =
keccak256 7(
"EIP712Domain(string name,uint256 chainld,address verifyingContract)"

)}.

// The EIP-712 typehash for the delegation struct used by the contract
bytes32 public constant DELEGATION TYPEHASH =
keccak256("Delegation(address delegatee,uint256 nonce,uint256 expiry)");

// A record of states for signing / validating signatures.
mapping(address => uint256) public nonces,

// support delegates mint
function _mint(address account, uint256 amount) internal virtual override {
super._mint(account, amount);

// add delegates to the minter
_moveDelegates(address(0), _delegates/account], amount);

function _transfer(
address sender;
address recipient,
uint256 amount
) internal virtual override {
super._transfer(sender, recipient, amount);
(moveDelegates( delegates[sender], _delegates[recipient], amount);

/* %
* @notice Delegate votes from ‘msg:sender’ to “delegatee’
:/ )param delegatee The address to delegate votes to

function delegate(address dele, ate? external {
return _delegate(msg.sender, delegatee);

~
*
*

notice Delegates votes from signatory to ‘delegatee’

param delegatee The address to delegate votes to

)param nonce The contract state required to match the signature
)param expiry The time at which to expire the signature

jparam v The recove;;Ey bﬁz‘e of the signature

)param r Haé/"of the ECDSA signature pair

jparam s Half of the ECDSA signature pair

* X K ¥ ¥ ¥ ¥
~

*

unction delegateBySi,
f address éc’lelegzteg(
uint256 nonce,
uint256 expiry,
uint8 v,
bytes32r,
bytes32 s
) external {
bytes32 domainSeparator =
keccak256(
abi.encode
DOMAIN TYPEHASH,
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keccak256(bytes(name())),
getChainlzg(i ( 0

address(this)
)}.

bytes32 structHash =
keccak256(
abi.encode(DELEGATION TYPEHASH, delegatee, nonce, expiry)

>

bytes32 digest =
keccak256(
abi.encodePacked("\x19\x01", domainSeparator, structHash)

>

address signatory = ecrecover(digest, v, 1, s);
require(
sz}gnatory /= addressg)),
"KstToken::delegateBySig: invalid signature"

r)equire(
nonce == nonces/signatory]++,
"KstToken::delegateBySig: invalid nonce"

r)equire(now <= expiry, "KstToken::delegateBySig: signature expired");
return _delegate(signatory, delegatee);

/
/* %
* @notice Gets the current votes balance for "account’
*
param account The address to get votes balance
* @return The number of current votes for “account’
%

function getCurrentVotes(address account) external view returns (uint256) {
uint32 nCheckpoints = numCheckpoints[account];
return
nCheckpoints > 0 ? checkpoints[account][nCheckpoints - 1].votes : 0,

/**
* @notice Determine the prior number of votes for an account as of a block number
* @dev Block number must be a finalized block or else this function will revert to prevent misinformation.
* @param account The address of the account to check
* @param blockNumber The block number to get.the vote balance at
I/ return The number of votes the account had as of the given block
function getPriorVotes(address account, uint256 blockNumber)
external
view
, returns (uint256)
!
require(
blockNumber < block.number,
"KstToken::getPriorVotes: not yet determined"
uint32 nCheckpoints = numCheckpoints{account];
if (nCheckpoints == 0) {
return 0;
/ First checlkmost recent.balance
if (checkpointsfaccount] [nCheckpoints - 1] fromBlock <= blockNumber) {
return checkpoints/account|[nCheckpoints - 1].votes;
// Next check implicit zero balance
if (checkpoints[gccount][OJ.ﬁfomBlock > blockNumber) {
return 0;
/
uint32 lower = 0;
uint32 upper = nCheckpoints - 1;
while (upﬁyer > lower) {
uint32 center = upper - (upper - lower) / 2; // ceil, avoiding overflow
Checkpoint memory %p = checkpoints|account][center];
if (cp.fromBlock == blockNumber) {
return cp.votes;
Jelseif (cp.ﬁeomBlock < blockNumber) {
lower = center;
Jelse !
upper = center - 1;
; return checkpointsfaccount][lower].votes;
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function _delegate(address delegator, address delegatee) internal {
address currentDelegate = delegates O[delegator

uint256 delegatorBalance = balanceOf{delegator); // balance of underlying balances (not scaled);
_delegates[delegator] = delegatee;

_moveDelegates(currentDelegate, delegatee, delegatorBalance);

emit DelegateChanged(delegator, currentDelegate, delegatee);

/

function _moveDelegates(
address srcRep,
address dstRep,
uint256 amount
)mterfn;zl’R !=dstRep && 0){
if (srcRep != dstRep amount >
zf(vrcde /= address(0)) {
ecrease old representative

uint32 srcRepNum = numCheckpoints/srcRep];
uint256 srcRepOld =

vrcReg um > ()
checkpomts[ srcRep][srcRepNum - 1].votes

uint256 vrcRepNew = srcRepOld.sub(amount);
_writeCheckpoint(srcRep, srcRepNum, srcRepOld, srcRepNew);

if (dstRep != address(0)) {
// increase new representative

uint32 dstRepNum = numCheckpoints[dstRep];
uint256 dstRepOld =

dstRe;?Num >0
checkpomts[dstRep] [dstRepNum - 1].votes

uint256 dvtRepNew dstRepOld.add(amount);
_writeCheckpoint(dstRep, dstRepNum, dstRepOld, dstRepNew);

/
/

function _writeCheckpoint(
address delegatee,
uint32 nCheckpoints,
uint256 oldVotes,
uint256 newVotes

) internal {
uint32 blockNumber =

safe32
block.number,

) "KstToken::_writeCheckpoint: block number exceeds 32 bits"

nCheckpoints > 0 &&

checkpoints[delegatee] [nCheckpoints - 1].fromBlock == blockNumber
) checkpomts[delegatee][nCheckpomts - 1].votes = newlotes;

else

}zeclzpomts delegatee] [nCheckpoints] = Checkpoint(
lockNumber,
newbotes

);
numCheckpoints/delegatee] = nCheckpoints + 1;
emit DelegateVotesChanged(delegatee, oldVotes, newVotes);

function safe32(uint256 n, string memory errorMessage)
internal

pure
returns (uint32)

require(n < 2**32, errorMessage);
return uint32(n);

/

Junction getChainld() internal pure returns (uint256) {
uint256 chainld;

assembly {
chainld := chainid()

return chainld;
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/// @notice An event thats emitted when an account changes its delegate
event DelegateChanged(

address indexej delegator,

address indexed fromDelegate,

address indexed toDelegate

);

/// @notice An event thats emitted when a delegate account's vote balance changes
event DelegateVotesChanged(

address indexed delegate,

uint256 previousBalance,

uint256 newBalance

>

/

contract KSTToken is DelegateERC20, Ownable {// knownsec KSTToken 7727
uint256 private constant preMineSupply = 100000000 * 1el8;
uint256 private constant maxSupply = 1000000000 * 1el8; // the total supply

using EnumerableSet for EnumerableSet. AddressSet;
EnumerableSet. AddressSet private _minters;

constructor() public ERC20("KSwap Token", "KST") {
_mint(msg.sender, preMineSupply);

// mint with max supply

function mint(address_to, uint256 _amount)
public
onlyMinter . »
returns (bool)// knownsec #"1T 1]}l #51f7

if (_amount.add(totalSupply()) > maxSupply) {
return false;

_mint(_to, _amount);
return true;

/
y function addMinter(address _addMinter) public onlyOwner returns (bool) {i/fmownsec Owner 7//f] 7" T 1
7

require(
addMinter != address(0),
"KstToken: _addMinter is the zero address"

return EnumerableSet. add(_minters, _addMinter),

function delMinter(address _delMinter) public. onlyOwner returns (bool) {// knownsec Owner a0 L
require
elMinter != address(0),
"KstToken: _delMinter is the zero address"

return EnumerableSet.remove(_minters, _delMinter);

function getMinterLength() f)ublic view returns (uint256) {// knownsec "1 2= 7
return EnumerableSet.length(_minters),

function isMinter(address account) public view returns (bool) {// knownsec #7515 211
return-EnumerableSet.contains(_minters, account);

7[/1411;(1’311 getMinter(uint256 _index) public view onlyOwner returns (address) {// knownsec Owner 1/ /1] 74
i/
require(
index <= getMinterLength() - 1,
"KstToken: index out of bounds"

return EnumerableSet.at(_minters, _index);
// modifier for mint function )
modifier onlyMinter() {// knownsec 1" I 15117

require(isMinter(msg.sender), "caller is not the minter");

/
/

FixedPoint.sol
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;
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library FixedPoint
?/)mnge: [0, 2*%*112 - ]
// vesolution: 1/2**]1
struct uql12x112 {
; uint224 _x;

// range: [0, 2*¥*]144 - |

// vesolution: 1/2**]1

struct uq144x112 {
uint256 x;

uint8 private constant RESOLUTION = 112;

// encode a uintl12 as a UQ112x112
function encode(uint112 x) internal pure returns (uq112x112 memory) {
return uql12x112(uint224(x) << RESOLUTI(?N);

// encodes a uint144 as a UQ144x112
function encodel 44](u1'nt] 4 )5c) internal pure returns (uql44x112 memory) {
return uql44x112(uint256(x) << RESOLUTION);

// divide a UQ112x112 by a uintl12, returning a UQ112x112
function divGuq]IZx]]Z memory self, uintl12 x)
interna

pure
returns (uq112x112 memory)

require(x != 0, "FixedPoint: DIV _BY ZERO");
; return uql12x112(self. x /uint224(x));

// multiply a UQ112x112 by a uint, returning a UQ144x112
// reverts on ove}f/’low
function mul(uql12x112 memory self, uint256 y)

interna

pure

returns (uq144x112 memory)

uint256 z;

require(
y==0]| (z =uint256(self. x) *y) /y == uint256(self._x),
"FixedPoint: MULTL LICZZ)IOﬁi OyVERFLOW"

)

return uql44x112(z);
// returns a UQ112x112 which represents the ratio of the numerator to the denominator
// equivalent to encodegnumerator).div(denominator)
function fraction(uintl12 numerator, uintl12 denominator)

internal

pure
returns (uql112x112 memory)

require(denominator > 0, "FixedPoint: DIV _BY ZERQO");
return uql12x112((uint224(numerator) << RESOLUTION) / denominator);

}

// decode aUQ112x112 into.a uint112 by truncating after the radix point
function decode(ugqll2x112 memory se g internal pure returns (uint112) {
return uint112(self..x >> RE?OL TION);

// decode a UQI44x112 into a uint144 by truncating after the radix point
function decodel44(uql44x112 memory selg internal pure returns iintl 44) ¢
return uint144(self._x >> RESOLUTION),

KswapLibrary.sol

// SPDX-License-Identifier: MIT
pragma solidity >=0.5.0;

import "../interfaces/IKswapPair.sol";
import "./SafeMath.sol";

library KswapLibrary {
using SafeMathKswap for uint256;

// returns sorted token addresses, used to handle return values from pairs sorted in this order
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function sortTokens(address tokenA, address tokenB)
internal

pure
returns (address token(, address tokenl)

require(tokenA != tokenB, "KswapLibrary: IDENTICAL ADDRESSES");
(token0, tokenl ) = tokenA < tokenB
? (tokenA, tokenB)
: (tokenB, tokenA);
requzre(token() /= ad, ress(()) "KswapLibrary: ZERO _ADDRESS");

/

// calculates the CREATE? address for a pair without making any external calls
function pairFor(
addpress factory,
address tokenA,
address tokenB
) internal pure returns (address pair) {
(address token(), address tokenl) = sortTokens(tokenA, tokenB);
pair = addrew(
uint256(
keccak256(
abi.encodePacked(
hex"ff",
actor/;()
keccak256(abi.encodePacked(token0, tokenl)),
Je hash hex"7f08f1b43a5b37bel 7b2d24d4f2c6b1311el9eedc53cc4528f0e72cdfb5d8d37" /7
init code has

)
).)
;)

// fetches and sorts the reserves for a pair
function dgetRevervev(
ress factory,
aa’drevs tokenA,
address tokenB
) internal view returns (uint256 reserveA, uint256 reserveB) {
(address token(, ) = sortTokenv(tokenA tokenB),
(uint256 reservel), uint236 reservel, )=
IszapPazr@aszorO‘actory tokenA, tokenB)).getReserves();
(reserved, reserveB) = tokend == token0)’
? (reserve(), reservel)
: (reservel, reserve();

/

// given some amount of an asset and pair reserves, returns an equivalent amount of the other asset
Junction quote(
uint256 amountA,
uint256 reserveA,
uint256 reserveB
) internal pure returns-(uint256 amountB) {
requzre?amountA >0, "KvwapLzbmry INSUFFICIENT AMOUNT");
require
reserved > (0 && reserveB >0,
"KswapLibrary: INS UEFICIENT " LIQUIDITY"

amountB = amountA.mul(reserveB) / reserveA;

// given an 1 ut amount of an asset and pair reserves, returns the maximum output amount of the other asset
Junction getAmountQut(

uint 56 amountln,

uint256 reserveln,

uint256 reserveOut
) internal pure returns (uint256 amountOut) {

requzre?amount[n > 0, "KswapLibrary: INS UFFICIENT INPUT AMOUNT");

require

1 reserveln > () && reserveQut > 0,
"KswapLibrary: INSUFFICIENT LIQUIDITY"

uint256 amountinWithFee = amountIn.mul(997);

uint256 numerator = amountInWithFee.mul(reserveOut);

uint256 denominator = reserveln.mul(1000).add(amountinWithFee),
amountOut = numerator / denominator;

/

// given an output amount of an asset and pair reserves, returns a required input amount of the other asset
Junction getAmountin

uint256 amount

uint256 reverve]n

uint256 reserveOut
) internal pure returns (uint256 amountln) {

requzre?amountOut > 0, "KswapLibrary: INSUFFICIENT OUTPUT AMOUNT");

require
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reserveln > 0 && reserveQut > 0,
"KswapLibrary: INSUFFICIENT LIQUIDITY"

uint256 numerator = reserveln.mul(amountOut).mul(1000);
uint256 denominator = reserveQut.sub(amountOut).mul(997);
amountln = (numerator / denominator).add(1);

// performs chained getAmountOut calculations on any number of pairs
function getAmountsOut(
address factory,
uint256 amountln,
address[] memory path
) internal view returns ﬁint256 memory amounts) {
require(path.length >= 2, "KswapLibrary: INVALID PATH");
amounts = new uint256[[(path.length);
amounts[0] = amountln;
Sfor (uint256 i; i < path.length - 1; i++) {
(uint256 reserveln, uint256 reserveQOut) =
getReserves(factory, patgi i/, path[i + 1]);
amountsfi + 1] = getAmountOut(amounts[i], reserveln, reserveQut);

/

// performs chained %etAmountIn calculations on any number of pairs
function getAmountsin(
address factory,
uint256 amountQOut,
address[] memory path
) internal view returns uim‘256[ memory amoun}tg) !
require(path.length >= 2, "KswapLibrary: INVALID PATH");
amounts = new uint256[](path.length),
amounts|amounts.length - 1] = amountOut;
for (uint256 i = path.length - 1;i> 0; i--) {
(uint256 reserveln, uint256 reserveQut) =
getReserves(factory, path[i - 1], path[i]),
amountsfi - 1] = getAmountIn(amounts|i], reserveln, reserveOut);

KswapOracleLibrary.sol
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;

import "./FixedPoint.sol";
import "../interfaces/IKswapPair.sol";

library KswapOracleLibrary {
using FixedPoint for *;

// helper function that returns the current block timestamp within the range of uint32, i.e. [0, 2¥*32 - 1]
function currentBlockTimestamp() internal view returns (uint32) {
return uint32(block.timestamp % 2**32);

// produces the cumulative price using counterfactuals to save gas and avoid a call to sync.
Sfunction currentCumulativePrices(address pair)
internal
view
returns (
uint256 price0Cumulative,
uint256 pricel Cumulative,
uint32.blockTimestamp

blockTimestamp = currentBlockTimestamp(),
price0Cumulative = IKswapPair(pair).price0CumulativeLast();
pricel Cumulative = IszapPairéair).price] CumulativeLast();

// if time has elapsed since the last update on the pair, mock the accumulated price values
(uint112 reserve(, uintli?2 reservel, uint32 blockTimestampLast) =
IKswapPair(pair).getReserves(),
if (blockTimestampLast != blockTimestamp) {
// subtraction overflow is desired
uint32 timeElapsed = blockTimestamp - blockTimestampLast;
// addition overflow is desired
// counterfactual
price0Cumulative +=
uint256(FixedPoint.fraction(reservel, reserve()). x) *
timeElapsed;
// counterfactual
pricel Cumulative +=
uint256(FixedPoint.fraction(reserve(, reservel). x) *
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timeElapsed;

Math.sol
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;
// a library for performing various math operations
library Math {
i

nction mzn(ulntx uint y) internal pure returns (uint z) {
z=x<y?x:y

/7 babylonian method
(https://en.wikipedia.org/wiki/Methods_of computing square_roots#Babylonian_method)
jp nctlo? sqrtSumt y) internal pure returns (uint z) ?
yy=3)1i

uznt);c y/2+1;
while (x < z) {

x:(y/x +x)/2;
}elséli{()lzl/: 0){

SafeMath.sol
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;

// a library for performing overflow-safe math, courtesy of DappHub.(https://github.com/dapphub/ds-math)

library SafeMathKswa
7nctzon add(uint 56 X, umt256 internal ure returns (uint256 z) {
require((z = x +y) >=x, "ds-math- a d-overflow");

function sub(uint256 x, uint25 dy) internal pure returns (uint256 z) {
require((z =x-y) <=1x, math-sub-underflow"),

Sfunction mul(uint256x; uint256 y) internal pure returns /mnt256 z){
require(y ==10 || (z =x *y)/y == x, "ds-math-mul-overflow");

function div(uint256.a, uint256 b).internal pure returns (uint256) {
return div(a, b, ”SafeMath division by zero");

function'div(
uint236 a,
uint256 b,
string memory errorMessage
) mternal ure returnv (uint256) {
/7 So on automatzcally asserts when dividing by 0
require(b > errorMevsage
uint256 ¢ = a/ N
// assert(a ==b *c +a % b), // There is no case in which this doesn't hold

return c;

TransferHelper.sol
// SPDX-License-Identifier: GPL-3.0-or-later
pragma solidity >=0.6.0;
// helper methods for zntemctlng with ERC20 tokens and sending ETH that do not consistently return true/false
library TransferHelper {
7nctzon safeApprove(address token, address to, uint value) internal {

// bytes4(keccak256(bytes(" pprove(address uint256)')));
(bool success, bytes memory data) = token.call(abi.encodeWithSelector(0x095ea7b3, to, value));
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re%uire(success && (data.length = 0 || abidecode(data, (bool))), 'TransferHelper:

AP}PROV " FAILED');
function safeTransfer(address token, address to, uint value) internal {
// bytes4(keccak256(bytes("transfer(address,uint256)')));

(bool success, bytes memory data) = token.call(abi.encodeWithSelector(0xa9059cbb, to, value));

require(success ~&&  (data.length = 0 || abidecode(data, (bool))), 'TransferHelper:
T R}ANSF 'ER_FAILED');

function safeTransferFrom(address token, address from, address to, uint value) internal {
// bytes4(keccak256(bytes("transferFrom(address,address,uint256)")));
(bool success, bytes memory data) = token.call(abi.encodeWithSelector(0x23b872dd, from, to, value /
Iper:

require(success &&  (data.length = 0 || abidecode(data, (bool))), 'TransferHe
TRANSFER FROM FAILED)),

/

function safeTransferETH (address to, uint value) internal {
(bool success,) = to.call{value:value}(new bytes(0));
require(success, 'TransferHelper: ETH TRANSFER FAILED));

UQ112x112.s0l
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;

// a library for handling binary fixed point numbers (https://en.wikipedia.org/wiki/Q. (number_format))

// range: [0, 2*¥*112 - 1
// resolution: 1/2**11

library UQ112x112 {
uint224 constant Q112 = 2**[12;

// encode a uintl12 as a UQ112x112
function encode(uint112 ﬂ/ internal pure returns (uint224 z).{
z = uint224(y) * Q112; // never overflows

// divide a UQ112x112 by a uintl12, returning a UQ112x112
function uqdiv(uint224 x, uint112 y) internal pure returns (uint224 z) {
z =x/uint224(y);

Oracle.sol
// SPDX-License-Identifier::-MIT
pragma solidity =0.6.12;// knowisec 15 17450k

import "@openzeppelin/contracts/math/SafeMath.sol";
import "../libraries/FixedPoint.sol";
import."../libraries/KswapQOracleLibrary.sol”;

import "../libraries/KswapLibrary.sol";

import "./interfaces/IKswapFactory.sol";

contract Oracle {// knownsee- 7 = 1/l
using FixedPoint for *; s .
using SafeMath for uint256;// knownsec %445 /5 (/1 741

struct Observation{// knownsec Y5555 1711
uint256 timestamp,
uint256 priceO0Cumulative;
uint256 pricel Cumulative;

address public immutable factory;// knownsec 1) 7291410
uint256 public constant CYCLE = 30 minutes;

rice observations of that pair

// mapping from pair address to a list (Z)f
ic pairObservations;

mapping(address => Observation) pu
constructor(address factory ) public {// knownsec #/451EIH1E 1) 5271110
factory = factory ;

function update(address tokenA, address tokenB) external {// knownsec ZRTXELI15 AF il
address pair = KswapLibrary.pairFor(factory, tokenA, tokenB);// knownsec 1 %) X]

Observation storage observation = pairObservations[pair];// knownsec X HIX 2 G0 W Z24575 1] 14
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uint256 timeElapsed = block.timestamp - observation.timestamp,// knownsec ///i]i] %

require(timeElapsed >= CYCLE, "KSWAPOracle: PERIOD NOT ELAPSED");// kn

(uint256 priceOCumulative, uint256 pricel Cumulative, ) =
KswapOracleLibrary.currentCumulativePrices(pair);
observation.timestamp = block.timestamp;// knownsec /1] 7
observation.priceO0Cumulative = price0Cumulative;
observation.pricel Cumulative = pricel Cumulative;

function corgzputeAmountOut(

uint256 priceCumulativeStart,

uint256 priceCumulativeEnd,

uint256 timeElapsed,

uint256 amountin . S
) private pure returns (uint256 amountOut) {// knownsec #1111 1% 115

// overflow is desired.

FixedPoint.uq112x112 memory priceAverage =

FixedPoint.ugl12x112(
uint224 7
(priceCumulativeEnd - priceCumulativeStart) / timeElapsed

)/ knownsec PRI i1 5
amountOut = priceAverage.mul(amountln).decodel44();

function consult(
address tokenlin,
uint256 amountlin,
address tokenOut .

) external view returns (uint256 amountOut) {// knownsec 4)#5 171
address pair = KswapLibrary.pairFor(factory, tokenIn, tokenOut);
Observation storage observation = pairObservations[pair];
uint256 timeElapsed = block.timestamp - observation.timestamp;
(uint256price()gumulative, uint256 pricel Cumulative, ) =

KswapOracleLibrary.currentCumulativePrices(pair);
(address token(, ) = szapLibrary.sortTokens(tokenfn, tokenOut);

if (token( == tokenin) {

return
computeAmountOut(
observation.priceOCumulative,
price0Cumulative,
timeElapsed,
amountln
Jelse{
return
computeAmountQut(
observation.pricel Cumulative,
pricel Cumulative,
timeElapsed,
amountlin
)
; /
/
DepositPool.sol

/7 SPDX—License—Ident[zﬁer: MIT
pragma solidity =0.6.12;
pragma experimental ABIEncoderV2;

import "(@openzeppelin/contracts/access/Ownable.sol";

import "@openzeppelin/contracts/utils/EnumerableSet.sol";
import "(@openzeppelin/contracts/token/ERC20/ERC2(.sol";
import "(@openzeppelin/contracts/token/ERC20/SafeERC20.sol";
import "(@openzeppelin/contracts/math/SafeMath.sol";

import "../KstToken.sol";

contract DepositPool is Ownable {// knownsec Ji 711
using SafeMath Zfor uint256;
using SafeERC20 for ERC20;

using EnumerableSet for EnumerableSet.AddressSet;
EnumerableSet. AddressSet private _tokens;

// Info of each user. o

struct Userlnfo {// knownsec M /176
uint256 amount; // How many LP tokens the user has provided.
uint256 rewardDebt; // Reward debt.
uint256 accKstAmount; // How many rewards the user has got.
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struct UserView {
uint256 stakedAmount;
uint256 unclaimedRewards;
uint256 tokenBalance;
uint256 accKstAmount,

// Info of each pool. o
struct Poollnfo {// knownsec Il
address token, // Address of LP token contract.
uint256 allocPoint; // How many allocation points assigned to this pool. ksts to distribute per block.
uint256 lastRewardBlock; // Last block number that ksts distribution occurs.
uint256 accKstPerShare; // Accumulated ksts per share, times lel2.
uint256 totalAmount; // Total amount of current pool deposit.
uint256 allocKstAmount;
uint256 accKstAmount,

/

struct PoolView {
uint256 pid;
uint256 allocPoint;
uint256 lastRewardBlock;
uint256 rewardsPerBlock;
uint256 accKstPerShare;
uint256 allocKstAmount;
uint256 accKstAmount,
uint256 totalAmount;
address token;
string symbol;
string name;
uint8 decimals;

/

// The KST Token!

KSTToken public kst;

// kst tokens created per block.

uint256 public kstPerBlock;

// Info of each pool. o

Poollnfo[] public poolnfo,// knownsec 1155717

// Info of each user that stakes LP tokens. o
mapping(uint256 => mapping(address => UserInfo)) public userlnfo,/l knownsec /)17 E W]
// pid corresponding address

m%pping(a dress => uint256) public tokenOfPid;

// Total allocation points. Must be the sum of all allocation points:in all pools.

uint256 public totalAllocPoint = 0;

// The block number when kst mining starts.

uint256 public startBlock;

uint256 public halvingPeriod = 2628000; // half year

event Deposit(address indexed user, uint256 indexed pid, uint256 amount);// knownsec F 1/ 1%
event Withdraw(address indexed user, uint256 indexed pid, uint256 amount);
event EmergencyWithdraw(

address indexed user,

uint256 indexed pid,

uint256 amount

>

constructor(

KSTToken _kst,

uint256 _kstPerBlock,

uint256 _startBlock o
) pub]ggc o k]ggownsec RUELL 1275 20 2

t 1,
kstPerBlock = kstPerBlock;
startBlock = _startBlock;

function phase(uint256 blockNumber) public view returns (uint256) {// knownsec 75 11]/54]E¢
if (1 alvingPSriod ==0){
return 0;

/
if (blockNumber > startBloch {
return (blockNumber.sub(startBlock).sub(1)).div(halvingPeriod);

return 0;

/

function gethtPerBlock uint256 blockNumber) public view returns (uint256) {
uint256 _phase = ase(blockNumbelZ;

return kstPerBlock.div(2**_phase),// knownsec 2" ((blockNumber-startBlock-1) / 2628000) blockNumber

E}ﬂ%’ A B gt it 17

function fethtBlockReward(uint25 6 _lastRewardBlock)
public
view

returns (uint256)// knownsec [X JE2E)1 5
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uint256 blockReward = 0;

uint256 lastRewardPhase = phase( lastRewardBlock),

uint256 currentPhase = phase(block.number);

while (lastRewardPhase < currentPhase) {
lastRewardPhase~++;
uint256 height = lastRewardPhase.mul(halvingPeriod).add(startBlock);
blockReward = blockReward.add(

(height.sub(_lastRewardBlock)).mul(getKstPerBlock(height))

!lastRewardBlock = height;

4
blockReward = blockReward.add(
(block.number.sub( lastRewardBlock)).mul(
getKstPerBlock(block.number)

return blockReward;

// Add a new Ip to the pool. Can only be called by the owner.
function add
uint256 _allocPoint,
address _token,
bool _withUpdate i
) public onlyOwner {// knownsec owner HJ}}] /511 Ip token
require(_token != address(0), "_token is the zero address");// knownsec token 12

require(
!EnumerableSet.contains(_tokens, _token),
" token is already added to the pool”

)y
// return EnumerableSet.add( tokens, _token);
EnumerableSet.add(_tokens, _token);

if (_ withUpdate) {// knownsec 77 Z-H7 57
- mass{]pdate 0ols(); v

uint256 lastRewardBlock = ) o
block.number > startBlock ? block.number : startBlock;// knownséet= 1~ 2Z)jj bt} 5
totalAllocPoint = totalAllocPoint.add(_allocPoint);// knownsec totalAllocPoint 277
pool[;zjfo. ush(// knownsec b1z E17]
oolInfo({

token: _token,

allocPoint: allocPoint,

lastRewardBlock: lastRewardBlock,

accKstPerShare: 0,

totalAmount: 0,

allocKstAmount: 0,

accKstAmount: 0

H
);
tokenOfPid[ token] = getPoolLength() - 1,// knownsec pid %}

// Update the given pool's kst allocation point. Can only be called by the owner.
function set(

uint256 pid,

uint256 _allocPoint,

bool withUpdate
) public onlyOwner {

if (\withUpdate) {

massUpdatePools();

totalAllocPoint = totalAllocPoint.sub(poollnfo/ pid].allocPoint).add(
_allocPoint

);
poollnfo[ pid].allocPoint = _allocPoint;

// Update reward variables for all pools. Be careful of gas s ending/
function massUpdatePoolsg) public {// knownsec %///gﬁ// it
uint256 length = poollnfo.length,
for (uint256 pid = 0, pid < length; ++pid) {
updatePool(pid);

/

// Update reward variables of the given pool to be up-to-date. o
function updatePool(uint25 szg public {// knownsec #R#% pid ZHth
Poollnfo storage pool = pool]ﬁfo[ Jn%’]
if (block.number <= pool.lastRewardBlock) {
return;

uint256 tokenSupply = ERC20(pool.token).balanceOffaddress(this));
if (tokenSupply ==0) {
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pool.lastRewardBlock = block.number;
return;

uint256 blockReward = getKstBlockReward(pool.lastRewardBlock),
if (blockReward <= 0) {

return;

uint256 kstReward =
blockReward.mul(pool.allocPoint).div(totalAllocPoint);

bool minRet = kst.mint(address(this), kstReward),// knownsec )51 7

if (minRet) {
pool.accKstPerShare Ipool accKstPerShare.add(
kstReward.mul(1el2).div(tokenSupply)

);
pool.allocKstAmount = pool.allocKstAmount.add(kstReward);
pool.accKstAmount = pool.allocKstAmount.add(kstReward),

/
pool.lastRewardBlock = block.number;

function deposzt(uznt256 id, uint256 amount) public {// knownsec Ji 7
Poollnfo storage po pool]nf
UserlInfo storage user = userlnfo [msg sender];
datePool( pid), // /(nomzse( Vi
f? (user.amount > (),
uint256 pendzngAmount

user.amount.mul(} ool accKstPerShare).div(1el2).sub(
user.reward,

);

if (pendingAmount > 0) {
safeKstTransfer(msg.sender, pendingAmount);// knownsec Wi /1 1L IFEEITT
user.accKstAmount = user.accKstAmount.a d(pendmgAmount)
pool.allocKstAmount = pool.allocKstAmount.sub(pendingAmount);

if (_amount > () I{
ERCZ()(I)oo token).safeTransferFrom(
.sender,
ress(thzs)

); ///monnse( Vil
user.amount = user.amount.add(_amount);
pool.totalAmount = pool.totalAmount.a d( amount);

user.rewardDebt = user.amount:mul(pool.accKstPerShare).div(1el2);
emit Deposit(msg.sender; _pid, _amount);

/
functlon gendzngKvt(uznt256 " pid, address _user)

vz %%
returns (uint25 g
{// knawnsec HFRIEFEHT kstll F

require(

77pta’ <= poollnfo.length - 1,

TradingPool: Can not fi nd this pool "

),/ knownsec pid 764
Poollnfo storage pool = poollnfo
UserlInfo storage user = userInfo[ p user]
uint256 accKst. erShare 00l. achs erShare

uint256 tokenSupply = 20(pool.token).balanceOf(address(this));
if (user-amount > 0) {

if (block.num er 15700[ lastRewardBlock) {
uint256 blockReward = getKstBlockReward(pool.lastRewardBlock);
uint256 kstReward =
blockReward.mul(j }(700[ allocPoint).div(totalAllocPoint);
accKstPerShare = accKstPerShare.add(
kstReward.mul(1el2).div(tokenSupply)

return
user.amount.mul(accKstPerShare).div(lel2).sub(
user.rewardDebt
if (block.number == pool.lastRewardBlock) {
return
user.amount.mul(accKstPerShare).div(lel2).sub(
user.rewardDebt

/

return 0;
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function withdraw(uint256 _pid, uint256 _amount) public {// knownsec I/ [7//5

Poollnfo storage pool = poollnfo[ pid];

UserInfo storage user = userInfo[_pid|[msg.sender];

require(user.amount >= _amount, "withdraw: not good");

updatePool( pid);

uint256 pendingAmount =
user.amount.mul gool. accKstPerShare).div(1el2).sub(user.rewardDebt);

if (pendingAmount > 0) { } .
safeKstTransfer(msg.sender, pendingAmount);// knownsec ZZJi) %1%
user.accKstAmount = user.accKstAmount.add(pendingAmount);
pool.allocKstAmount = pool.allocKstAmount.sub(pendingdmount);

/

if (_amount > 0) { o
user.amount = user.amount.sub(_amount),// knownsec 1€/ E 1571
pool.totalAmount = pool. totalAmount.subﬂFamount); B o
ERC20(pool.token).safeTransfer(msg.sender, _amount),// knownsec Ji#11€ 7 %%

user.rewardDebt = user.amount.mul(pool.accKstPerShare).div(1el2);
emit Withdraw(msg.sender, _pid, _amount);

/

function harvestAll() public {// knownsec 2Ll 177 E 725K
for (uint256 i = 0, i < poollnfo.length; i++) {
withdraw(i, 0);

/

function emergencyWithdraw(uint256 _pid) public {// knownsec 7177104~ ZF) K /A1
Poollnfo storage pool = poollnfo[ pid|;
UserlInfo storage user = userInfo[ pi
uint256 amount = user.amount,
user.amount = (0,
user.rewardDebt = 0;
ERC20(pool.token).safeTransfer(msg.sender, amount);
pool.totalAmount = pool.totalAmount.sub(amount);
emit EmergencyWithdraw(msg.sender, _pid, amount);

[msg.sender];

/

// Safe kst transfer function, just in case if rounding error causes pool to not'have enough ksts.
function safeKstTransfer(address to, uint256 _amount) internal {// knownsec kst f?ﬁ/gg
uint256 kstBalance = kst.balanceOf{address(this));

if (_amount > kstBalanceé) §
kst.transfer(_to, kstBalance);

Jelse !
kst.transfer(_to, _amount);

/

// Set the number of kst produced by each block i y
_function setKstPerBlock(uint256 _newPerBlock) public.onlyOwner {// knownsec Owner H//f] i B2 )%
£

massUpdatePools();
kstPerBlock = _newPerBlock;

function setHalvingPeriod(uint256 _block) public onlyOwner {// knownsec Owner 71//1] 1% Ef halvingPeriod
halvingPeriod = _block;

Sfunction getTokensLength() fublic view returns (uint256) {// knownsec i token 271
return-EnumerableSet.length( tokens);

function get](bkens(uint256 _index) public view returns (address) {// knownsec FHKTFE T Fr token
require
index <= getTokensLength() - 1,
TLiquidityPool: index out of bounds"

return EnumerableSet.at(_tokens, _index);

function getPoolLen%th() public view returns (uint256) {// knownsec JH /%
return poollnfo.length;

function getAllPools() external view returns (Poollnfo[] memory) {// knownsec FHMZ2 176
return poollnfo;

function getPoolView(uint256 pid) public view returns (PoolView memory) {// knownsec Ji 170710201
require(pid < poolinfo.length, "pid out of range");
Poollnfo memory pool = poollnfo[pid];
ERC20 token = ERC20(pool.to enf'
string memory symbol = token.symbol();
string memory name = token.name();
uint8 decimals = token.decimals();
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uint256 rewardsPerBlock =
pool.allocPoint.mul(kstPerBlock).div(totalAllocPoint);
return
PoolView({
pid: pid,
allocPoint: pool.allocPoint,
lastRewardglock: pool.lastRewardBlock,
accKstPerShare: pool.accKstPerShare,
rewardsPerBlock: rewardsPerBlock,
allocKstAmount: pool.allocKstAmount,
accKstAmount: pool.accKstAmount,
totalAmount: pool.totalAmount,
token: address(token),
symbol: symbol,
name: name,
decimals: decimals
8
/

function fetPool ViewByAddress(address token)

public
view o o
returns (PoolView memory)// knownsec K75 =110 207

uint256 pid = tokenOfPid[token];
; return getPoolView(pid);

function §etAllPool Views() external view returns (PoolView[] memory) {// kiiownsec 3l e /1201
PoolView[] memory views = new PoolView[](poollnfo.length);
for (uint256 i = 0, i < poollnfo.length; i++
views[i] = getPoolView(i);

return views,

function fetUseerew(address token, address account)

public
view Y Q .
returns (UserView memory)// knownsec M 7730/ ) 2017

uint256 pid = tokenOfPid[token];
Userlnfop memory user = userlnfol] id]/é[yzccount];
uint256 unclaimedRewards = enﬁng t(pid, account);
uint256 tokenBalance = ERC O(token).baﬁmceOf(account);
return
UserView({
stakedAmount: user.amount,
unclaimedRewards: unclaimedRewards,
tokenBalance:/tokenBalance,
accKstAmount: user.accKstAmount
; 8

function getUserViews(address account)
external

view I b
returns (UserView[] memory)// knownsec i/ #7101 /' 207

address token,
UserView/[] memory views = new UserView[](poollnfo.length);
Jfor wint256 i = 0, i < poollnfo.length; i++

token =address(poollnfo[i].token),

views/[i] = getUserView(token, account);

return views,

LiquidityPool.sol

/7 SPDX—License—Ident[tﬁer: MIT
pragma solidity =0.6.12;
pragma experimental ABIEncoderV?2;

import "(@openzeppelin/contracts/access/Ownable.sol";

import "(@openzeppelin/contracts/utils/EnumerableSet.sol";
import "(@openzeppelin/contracts/token/ERC20/ERC2(.sol";
import "(@openzeppelin/contracts/token/ERC20/SafeERC20.sol";
import "(@openzeppelin/contracts/math/SafeMath.sol";

import "../KstToken.sol";

import "../interfaces/IKswapPair.sol";

contract LiguidityPool is Ownable {// knownsec Jiz)1F7E (11

using SafeMath for uint256;
using SafeERC20 for ERC20;
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using EnumerableSet for EnumerableSet.AddressSet;
EnumerableSet. AddressSet private _pairs;

// Info of each user. o

struct UserlInfo {// knownsec M /176
uint256 amount, // How many LP tokens the user has provided.
uint256 rewardDebt; // Reward debt.
uint256 accKstAmount, // How many rewards the user has got.

struct UserView {
uint256 stakedAmount;
uint256 unclaimedRewards;
uint256 IpBalance;
uint256 accKstAmount;

// Info of each pool. o
struct P/;ollnﬁ)p {// knownsec 7155

address IpToken, // Address of LP token contract.

uint256 allocPoint; // How many allocation points assigned to this pool. ksts to distribute per block.
uint256 lastRewardBlock; // Last block number that ksts distribution occurs.

uint256 accKstPerShare, // Accumulated ksts per share, times lel2.

uint256 totalAmount; // Total amount of current pool deposit.

uint256 allocKstAmount,

uint256 accKstAmount;

/

struct PoolView {
uint256 pid;
address IpToken,
uint256 allocPoint;
uint256 lastRewardBlock;
uint256 rewardsPerBlock;
uint256 accKstPerShare;
uint256 allocKstAmount;,
uint256 accKstAmount;
uint256 totalAmount;
address token0;
string symbol0);
string name0;
uint8 decimals0;
address tokenl;
string symboll;
string namel ;
uint8 decimalsli;

/

// The KST Token!

KSTToken public kst;

// kst tokens created per block.

uint256 public kstPerBlock,

// Info of each pool. .

Poollnfo[] public poolinfo;// knownsec 1177174

// Info of each user that stakes LP tokens. o
mapping(uint256.=> mapping(address => UserInfo)) public userlnfo;// knownsec /)17 E WL}
// pid corresponding address

mapping(address => uint256) public LpOfPid;

// Total allocation points. Must be the sum of all allocation points in all pools.

uint256 public totalAllocPoint = 0;

// The.block number when kst mining starts.

uint256 public startBlock;

uint256 public halvingPeriod = 2628000; // half year

event Deposit(address indexed user, uint256 indexed pid, uint256 amount);// knownsec F 1/ 105
event Withdraw(address indexed user, uint256 indexed pid, uint256 amount);
event EmergencyWithdraw(

address indexed user,

uint256 indexed pid,

uint256 amount

>

constructor(
KSTToken kst,
uint256 kstPerBlock,
uint256 _startBlock o
) public {// knownsec #4511 )& %
kst = kst;
kstPerBlock = _kstPerBlock;
startBlock = _startBlock;

function phase(uint256 blockNumber) public view returns (uint256) {// knownsec 21/ 75
if (1 alvingPsrio ==0){
return 0;
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if (blockNumber > startBlocllg) {
return (blockNumber.sub(startBlock).sub(1)).div(halvingPeriod);

return 0;

function gethtPerBlock uint256 blockNumber) public view returns (uint256) {
uint256 _phase = f ase(blockNumber);
return kstPerBlock.div(2** phase);

function fethtBlockReward( uint256 _lastRewardBlock)
public
view

returns (uint256)// knownsec [X E2E) 5

uint256 blockReward = 0;

uint256 lastRewardPhase = phase( lastRewardBlock),

uint256 currentPhase = phase(block.number);

while (lastRewardPhase < currentPhase) {
lastRewardPhase~++;
uint256 height = lastRewardPhase.mul(halvingPeriod).add(startBlock);
blockReward = blockReward.add

(height.sub(_lastRewardBlock)).mul(getKstPerBlock(height))

!lastRewardBlock = height;

4
blockReward = blockReward.add(
(block.number.sub( lastRewardBlock)).mul(
getKstPerBlock(block.number)

return blockReward;

/

// Add a new Ip to the pool. Can only be called by the owner.
function add
uint256 _allocPoint,
address _IpToken,
bool _withUpdate i
) public onlyOwner {// knownsec owner 2//f] 7sHlp token
require(_IpToken != address(0), "_IpToken is the zero address"),// knownsec token 17

require(
!EnumerableSet.contains(_pairs, _IpToken),
" IpToken is already added to the pool”

/) return EnumerableSet.add( pairs, IpToken),
EnumerableSet.add( pairs; _IpToken);

if (_withUpdate
A= mass{]pdageé’ools();

/
uint256 lastRewardBlock = ) o
block.number > startBlock ? block.number : startBlock;// knownsec _|-—1~2Z)jj bt} 5
totalAllocPoint = totaldllocPoint.add( -allocPoint),;// knownsec totalAllocPoint 277
pool[;zjfo. ush(// knownseey, /1177 S
oollnfo(;

IpToken: _IpToken,

allocPoint: allocPoint,

lastRewardBlock: lastRewardBlock,

accKstPerShare: 0,

totalAmount.: 0,

allocKstAmount: 0,

accKstAmount: 0

H
LpOfPid[ IpToken] = getPoolLength() - 1,// knownsec pid ‘27

// Update the given pool's kst allocation point. Can only be called by the owner.
function set(

uint256 _pid,

uint256 _allocPoint,

bool _withUpdate
) public onlyOwner {

if (_ withUpdate) {

) massUpdatePools();
totalAllocPoint = totalAllocPoint.sub(poollnfo[ pid].allocPoint).add(
_allocPoint

);
; poollnfo[ pid].allocPoint = _allocPoint;

// Update reward variables for all pools. Be careful of gas s ending/
function massUpdatePools() public {// knownsec %///gﬁ// 2t
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uint256 lenéfth = poollnfo.length;
for (uint256 pid = 0, pid < length; ++pid) {
updatePool(pid);

/

// Update reward variables of the given pool to be up-to-date. .
function updatePool(uint25 szg public {// knownsec #R#% pid ZHth

Poollnfo storage pool = poollnfo[ pid];
if (block.number <= pool. ZastRZwardg]lock) {
return;

uint256 IpSupply = ERC20(pool.lpToken).balanceOf(address(this));
V(@SMPPI)V ==0){

pool.lastRewardBlock = block.number;

return;

uint256 blockReward = getKstBlockReward(pool.lastRewardBlock),

if (blockReward <= 0) {
return;

uint256 kstReward =
blockReward.mul(pool.allocPoint).div(totalAllocPoint);

bool minRet = kst.mint(address(this), kstReward),// knownsec )55 il

if (minRet) {
pool.accKstPerShare = Ipool.achstPerShare.add(
kstReward.mul(lel2).div(lpSupply)

);
pool.allocKstAmount = pool.allocKstAmount.add(kstReward),
pool.accKstAmount = pool.allocKstAmount.add(kstReward),

/
pool.lastRewardBlock = block.number;

function deposit(uint256 A?id, uint256 _amount) public {// knownsec Wi 77
Poollnfo storage pool = poollnfo[ pid];
UserlInfo storage user = userinfo[ pid][msg.sender];
updatePool( pid),// knownsec /147773
if? (user.amount > ()
uint256 pendingAmount =

user.amount.mul(pool.accKstPerShare).div(lel2).sub(
user.rewardDebt

);

if (pendingAmount >_0) { B s
safeKstTransfer(msg.sender, pendingAmount);// knownsec i1 1E iF#4177
user.accKstAmount = user.accKstAmount.add(pendingAmount);
pool.allocKstAmount = pool.allocKstAmount.sub(pendingAmount);

if (_amount > 0) I{
ERC20(pool.lpToken).safeTransferEFrom(
msg.sender,
address(this),

_amount
)/ knownseey i 1744 177
user.amount = user.amount.add(iamoundt);
pool.totalAmount = pool.totalAmount.add(_amount);

user.rewardDebt =user.amount.mul(pool.accKstPerShare).div(lel2);
emit Deposit(msg.sender, _pid, _amount);

/

function gendinngt(uint25 6 _pid, address _user)
public
view

returns (uint256) o
{// knownsec AR FZEEN kst 115
require(
77pia’ <= poollnfo.length - 1,
TradingPool: Can not find this pool"
),/ knownsec pid 1%
Poollnfo storage pool = poollnfo[ pid];
UserlInfo storage user = userInfo[ pid|[ user];
uint256 accKstPerShare = pool.accKstPerShare;
uint256 IpSupply = ERC20(pool.lpToken).balanceOf(address(this));
if (user.amount > 0) {
if (block.number > Igool.lastRewardBlock) {
uint256 blockReward = getKstBlockReward(pool.lastRewardBlock),
uint256 kstReward =
blockReward.mull(gool.allocPoint).div(totalAllocPoint);
accKstPerShare = accKstPerShare.add
kstReward.mul(1el2).div(lpSupply,
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);
return
user.amount.mul(accKstPerShare).div(lel2).sub(
user.rewardDebt

>

/
if (block.number == pool.lastRewardBlock) {
return
user.amount.mul(accKstPerShare).div(lel2).sub(
user.rewardDebt

/

return 0;

function withdraw(uint256 _pid, uint256 _amount) public {// knownsec I/ [7//5

Poollnfo storage pool = poollnfo[ pid];

UserlInfo storage user = userlnfo _pi h[msg.sender];

require(user.amount >= _amount, "withdraw: not good");

updatePool%pid);

uint256 pendingAmount =
user.amount.mul gool. accKstPerShare).div(1el2).sub(user.rewardDebt);

if (pendingAmount > 0) { } .
safeKstTransfer(msg.sender, pendingAmount);// knownsec &) %1%
user.accKstAmount = user.accKstAmount.add(pendingAmount);
pool.allocKstAmount = pool.allocKstAmount.sub(pendingdmount);

/

if (_amount > 0) { o
user.amount = user.amount.sub(_amount),// knownsec 1€/ EFR T
pool.totalAmount = pool.total Amount.sub(_amount); ,A A .
ERC20(pool.lpToken).safeTransfer(msg.sender, _amount),//knownsec Ji#11CT i

user.rewardDebt = user.amount.mul(pool.accKstPerShare).div(1el2);
emit Withdraw(msg.sender, _pid, _amount);

/

function harvestAll() public {// knownsec 2Ll 17 FLE 72
for (uint256 i = 0, i < poollnfo.length; i++) {
withdraw(i, 0);

/

function emergencyWithdraw(uint256 _pid) public {// knownsec #7710~ ZEF1 £ % 2 /Al 1t
Poollnfo storage pool = poollnfo] pid|;
UserInfo storage user = userinfo[_pid][msg.sender];
uint256 amount = user.amount,
user.amount = (0,
user.rewardDebt = 0;
ERC20(pool.lpToken).safeTransfer(msg.sender, amount);
pool.totalAmount = pool.total Amount.sub(amount);
emit EmergencyWithdraw(msg.sender, _pid, amount);

/

// Safe.kst transfer function, just in case if rounding error causes pool to not have enough ksts.
function safeKstTransfer(address to,uint256 amount) internal {// knownsec kst f?ﬁ/gg
uint256 kstBalance = kst.balanceOf{address(this));

if (_ amount > kstBalanc%) 5
kst.transfer(_to, kstBalance),

Jelse {
kst.transfer(_to,_amount);

/

// Set the number of kst produced by each block i y
_function setKstPerBlock(uint256 _newPerBlock) public onlyOwner {// knownsec Owner #//f] i B2 )%
£

massUpdatePools();
kstPerBlock = newPerBlock;

function setHalvingPeriod(uint256 _block) public onlyOwner {// knownsec Owner 71//1] 1% £ halvingPeriod
halvingPeriod = block;

function getPairsLength public view returns (uint256) {// knownsec 7 token %7 %
return EnumerableSet.length( pairs);

function getPairs(uint256 _index) public view returns (address) {// knownsec JHF7 T 17 token
require(
index <= getPairsLength() - 1,
"LiquidityPool: index out of bounds"

return EnumerableSet.at(_pairs, _index);
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function getPoolLen%th() public view returns (uint256) {// knownsec i</
return poollnfo.length;

function getAllPools() external view returns (Poollnfo[] memory) {// knownsec F-H 0204115 5
return poollnfo;

Junction getPoolView(uint256 pid, publlc view returns (PoolView memory) {// knownsec FH757E 10207
require(pid < poollnfo.length, pld out of range");
Poollnfo memory pool = pool[nfo pid]
address IpToken E%ool IpToken;

ERC20 token() C20( IKvwapPazr(l Token).token(());
ERC20 tokenl = ERC20(IKswapPair Token) tokenl()),
string memory symbol() = token(.symbo
string memo. name() token0). name()
uint8 decimals( = token0.decimals();
string memory symboll = tokenl.symbol();
string memory namel = tokenl.name();
uint8 decimalsl = tokenl. deczmals()
uint256 rewardsPerBlock =
pool.allocPoint. mul(kstPerBlock) div(totalAllocPoint);
return
Pool Vew( {

lpTofn IpToken,
allocPoint: pool.allocPoint,
lastRewardglock pool. lastRewardBlock,
accKstPerShare. pool.accKstPerShare,
rewardsPerBlock: rewardsPerBlock,
allocKstAmount: pool. allocKstAmount,
accKstAmount: pool.accKstAmount,
totalAmount: pool.totalAmount,
token(: address(token(0),
symbol0: symbol0),
name(): name(0,
decimals0: decimalsO,
tokenl: address(tokenl),
symboll: symboll,
namel: namel,
decimals]: decimals]
8
/

functlon fetPool ViewByAddress(address IpToken)

vzew
returns (PoolView memory)// knownsee. 75 =010 2077

uint256 pid = pOszciz[lpToken]
return getPoolView(pid)

/

function etAllPoolViews() external view returns (PoolView/| / memory) {// knownsec FH I HETH
lew[ memory views = new PoolView/[](poollnfo.length);
for (uint256 i = 0, i < poollnfo.length, i++
views[i] = getPoolView(i);

return views,
functlon fetUserVew(address IpToken, address account)

retums (UserView memory)// knownsec XI5 70 1 201

uint256 pid = LpOfPid[lpToken];
UserInfo memory user = user]nfogzd] [account];
uint256 unclaimedRewards Kst(pid, account),
uint256 IpBalance = ERC20(Ip Token§balanceOf(account)
return
UserView({
stakedAmount: user.amount,
unclaimedRewards: unclazmedRewards,
IpBalance: IpBalance,
accKstAmount: user.accKstAmount
; 8

function getUserViews(address account)
external

view L o
returns (UserView[] memory)// knownsec S/ 57104 /7 21
address IpToken;

UserView[] memory views = new UserView([](poollnfo.length);
for (uint256 i = 0, i < poollnfo.length; i++
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IpToken = address(poollnfo[i].lpToken);
views[i] = getUser%ew []/;TQZen, account);

return views,

TradingPoolV2.s0l

/7 SPDX—License—Ident;’/ier: MIT
pragma solidity =0.6.12;
pragma experimental ABIEncoderV?2;

import "(@openzeppelin/contracts/access/Ownable.sol";

import "(@openzeppelin/contracts/utils/EnumerableSet.sol";
import "(@openzeppelin/contracts/token/ERC20/IERC20.s0l";
import "(@openzeppelin/contracts/token/ERC20/ERC20.sol";
import "(@openzeppelin/contracts/token/ERC20/SafeERC20.sol";
import "(@openzeppelin/contracts/math/SafeMath.sol";

import "../KstToken.sol";

import "../interfaces/IKswapPair.sol";

import "../interfaces/IKswapFactory.sol";

import "../libraries/KswapLibrary.sol";

interface 10racle {
function update(address tokenA, address tokenB) external;

function consult(
address tokenlin,
uint256 amountlin,
address tokenOut
) external view returns (uint256 amountQOut);

contract deinﬁfool is Ownable {// knownsec %)
using SafeMath for uint256,
using SafeERC20 for [ERC20;

using EnumerableSet for EnumerableSet.AddressSet;
EnumerableSet. AddressSet private _pairs;

// Info of each user. o
struct UserInfo {// knownsec /17175
uint256 quantity;
uint256 accguantity;
uint256 pendingReward,;
uint256 rewardDebt; // Reward debt.
uint256 accKstAmount; // How many rewaids the user has got.

/

struct UserView {
uint256 quantity;
uint256 acc?uanti y
uint256 unclaimedRewards;
uint256 accKstAmount;

// Info of each pool.

struct Poollnfo {// knownsec 710177 5
address pair; // Address of LP token contract.
uint256.allocPoint; // How many allocation points assigned to this pool. ksts to distribute per block.
uint256 lastRewardBlock; // Last block number that ksts distribution occurs.
uint256 accKstPerShare, // Accumulated ksts per share, times lel2.
uint256 quantity;
uint256 accQuantity;
uint256 allocKstAmount,
uint256 accKstAmount;

/

struct PoolView {
uint256 pid;
address pair;
uint256 allocPoint;
uint256 lastRewardBlock;
uint256 rewardsPerBlock;
uint256 accKstPerShare;
uint256 allocKstAmount,
uint256 accKstAmount;
uint256 quantity;
uint256 accQuantity,
address token0;
string symbol0);
string name0;
uint8 decimals0;
address tokenl;
string symboll;
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string namel ;
uint8 decimalsli;

// The KST Token!

KSTToken public kst;

// kst tokens created per block.

uint256 public kstPerBlock,

// Info of each pool. .

Poollnfo[] public poolnfo,// knownsec 1155717

// Info of each user that stakes LP tokens. o
mapping(uint256 => mapping(address => UserInfo)) public userlnfo;// knownsec /)17 E WL}
// pid corresponding address

mapping(address => uint256) public pairOfPid;

// Total allocation points. Must be the sum of all allocation points in all pools.
uint256 public totalAllocPoint = 0;

uint256 public totalQuantity = 0;

1Oracle public oracle;

// router address

address public router;

/%’actory address

IKswapFactory publigfactory;

address public targetToken,

// The block number when kst mining starts.

uint256 public startBlock;

uint256 public halvingPeriod = 2628000; // half year

event Swahp address indexed user, uint256 indexed pid, uint256 amount),// knownsec F ] R
event Withdraw(address indexed user, uint256 indexed pid, uint256 amount);
event EmergencyWithdraw(

address indexed user,

uint256 indexed pid,

uint256 amount

>

constructor(
KSTToken _kst,
IKswapFactory factory,
1Oracle oracle,
address _router,
address _targetToken,
uint256 kstPerBlock,
uint256 _startBlock o
) public {// knownsec #4511 1) K%
kst = _kst;
factory = _factory;
oracle = “oracle;
router = _router;
targetToken = _targetToken;
kstPerBlock =" kstPerBlock;
startBlock = _startBlock;

/

function phase(uint256 -blockNumber) public view returns (uint256) {// knownsec 7 11)/5 £
if (1 alvingPSriod ==0){
return 0;

é"(blockNumber > startBloch {
return (blockNumber.sub(startBlock).sub(1)).div(halvingPeriod);

return 0;

/

function ethtPerBlockiuintZ56 blockNumber) public view returns (uint256) {
uint256. _phase = phase(blockNumber);

return kstPerBlock.div(2** phase);

function fethtBlockReward(uint25 6 _lastRewardBlock)
public
view

returns (uint256)// knownsec [X EIE) 5

uint256 blockReward = 0;

uint256 lastRewardPhase = phase( lastRewardBlock),

uint256 currentPhase = phase(block.number);

while (lastRewardPhase < currentPhase) {
lastRewardPhase~++;
uint256 height = lastRewardPhase.mul(halvingPeriod).add(startBlock);
blockReward = blockReward.add(

(height.sub(_lastRewardBlock)).mul(getKstPerBlock(height))

!lastRewardBlock = height;
)llylockReward = blockReward.add

(
(block.number.sub( lastRewardBlock)).mul(
getKstPerBlock(block.number)
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return blockReward;

// Only tokens in the whitelist can mine KST o

ﬁnction addWhitelist(address _addToken) public onlyOwner returns (bool) {// knownsec owner /4 [7# 4
/i

require(

addToken != address(0),
"TradingPool.: token is the zero address"
);// knownsec token i 2
return EnumerableSet.add(_pairs, _addToken);

/%z/%/nction delWhitelist(address _delToken) public onlyOwner returns (bool) {// knownsec owner 1J/H [7# 4
3
requiri](
elToken != address(0),
"TradingPool: token is the zero address"

return EnumerableSet.remove(_pairs, _delToken);

function getWhitelistLen, thf) public view returns (uint256) {// knownsec |75 4 [K/E
return EnumerableSet.length(_pairs);

N

function isWhitelist(address _token) public view returns (bool) {// knownsec [ [] 77
return EnumerableSet.contains(_pairs, _token);

R4 U

N

function geﬂ;Vhitelist(uint256 _index) public view returns (address) )/ knownsee || PO E 7S
require
index <= getWhitelistLength() - 1,
"TradingPool: index out of bounds"

return EnumerableSet.at(_pairs, _index);

// Add a new pair to the pool. Can only be called by the owner:
function add(
uint256 _allocPoint,
address i)air,
bool withUpdate \
) public onlyOwner {// knownsec owner 7/ s A 547
require(_pair |= address(0), "_pairis the zero address"),// knownsec token 1725

require(
!EnumerableSet.contains(_pairs, f)air),
" pair is already added to the pool”

/) return EnumerableSet.add( _pairs, _pair);
EnumerableSet.add( pairs, . pair);

if ( withUpdate) {// knownsec i Z-7 i
mass?]pdatePools();

uint256 lastRewardBlock = ) o
block.number> startBlock ? block.number : startBlock;// knownsec _|-— 1 2Z)jj bt} 5
totalAllocPoint = totalAllocPoint.add(_allocPoint);// knownsec totalAllocPoint 2
poollnfo. 7ush(// knowmsec 17 E T
Poollnfo({
pair:_pair,
allocPoint: allocPoint,
lastRewardBlock: lastRewardBlock,
accKstPerShare: 0,
quantity: 0,
accQuantity: 0,
allocKstAmount: 0,
accKstAmount: 0

)
)p)ai}"OfPid[ " pair] = getPoolLength() - 1,// knownsec pid %5

// Update the given pool's kst allocation point. Can only be called by the owner.
function set(

uint256 _pid,
uint256 _allocPoint,
bool _withUpdate
) public onlyOwner {
if (_ withUpdate) {
massUpdatePools();

totalAllocPoint = totalAllocPoint.sub(poollnfo[ pid].allocPoint).add(
_allocPoint
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);
poollnfo[ pid].allocPoint = _allocPoint;

// Update reward variables for all pools. Be careful of gas s ending/
function massUpdatePools() public {// knownsec %///gﬁ// St
uint256 length = poollnfo.length,
for (uint256 pid = 0; pid < length; ++pid) {
updatePool(pid);

/

// Update reward variables of the given Zpool to be up-to-date. .
function updatePool(uint256 pid) public {// knownsec 174 pid % 5t
Poollnfo storage pool = pool]ﬁfo[ Jn%’]
if (block.number <= pool.lastRewardBlock) {
return;

if (pool.quantity == 0) {
pool.lastRewardBlock = block.number;
return;

uint256 blockReward = getKstBlockReward(pool.lastRewardBlock);

if (blockReward <= 0) {
return;

uint256 kstReward =
blockReward.mul(pool.allocPoint).div(totalAllocPoint);

bool minRet = kst.mint(address(this), kstReward),// knownseé )55 i
if (minRet) {
pool.accKstPerShare = pool.accKstPerShare.add(
kstReward.mul(lel2).div(pool.quantity)

);
pool.allocKstAmount = pool.allocKstAmount.add(kstReward),
pool.accKstAmount = pool.allocKstAmount.add(kstReward);

pool.lastRewardBlock = block.number;

function swap(// knownsec 7177
address account,
address input,
address output,
uint256 amount
) public only(Router returns (bool) {// knownsec #5172 1T
require
1 account != address(0),// knownsee \Fi A 7 7
"TradingPool: swap account is zero address"

require(input!= address(0), "TradingPool: swap input is zero address");
require(

output!= address(0),

"TradingPool: swap output is zero address"

if (getPoolLength() <= 0) {
return false;

if (lisWhitelist(input) || lisWhitelist(output)) {
return false;

address pair = KswapLibrary.pairFor(address(factory), input, output),// knownsec Fl 25X

Poollnfo storage pool = poollnfo[pairOfPid[pair]];// knownsec FH N5
// If it does not exist or the allocPoint is 0 then return
if (pool.pair != pair || pool.allocPoint <= 0) {

return false;

uint256 quantity = getQuantity(output, amount, targetToken),// knownsec F477ti7 115

if (quantity <= 0)
return false;

updatePool(pairOfPid[pair]);
UserInfo storage user = userinfo[pairOfPid[pair]] [account];// knownsec "X R
if (user.quantity > 0)§€

uint256 pendingReward =
user.quantity.mul(pool.accKstPerShare).div(1el2).sub(
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user.rewardDebt
)/ knownsec JH /7215
if (pendingReward > 0) {
user.pendingReward = pendingReward;

/

if (quantity > 0) {// knownsec swap
pool.quantity = pool.quantity.add(quantiéy);
pool.accQuantity = pool.accQuantity.add(quantity);
totalQuantity = totalQuantity.add(quantity),
user.quantity = user.quantity.add(quantidry);
user.accQuantity = user.accQuantity.add(quantity);

user.rewardDebt = user.quantity.mul(pool.accKstPerShare).div(lel2);
emit Swap(account, pairOfPid|[pair], quantity),// knownsec /1] 12K

return true;

/

function 7endingKvt(uint25 6 _pid, address _user)
public
view

returns (uint256) s
{// knownsec R IFEENT kst 115
require(
id <= poollnfo.length - 1,
radingPool: Can not find this pool”

>

Poollnfo storage pool = poollnfo[ pid];
Userlnfo storage user = userInfo[ pid|[ user];
uint256 accKstPerShare = pool.accKstPerShare;

if (user.quantity > 0) {
if (block.number > pool.lastRewardBlock) {
uint256 blockReward = getKstBlockReward(pool.lastRewardBlock);
uint256 kstReward =
blockReward.mul?{)aol.allocPoint).div(totalAllocPoint);
accKstPerShare = accKstPerShare.add(
) kstReward.mul(lel2).div(pool:quantity)

return
user.pendingReward.add(
t

user.quantity. mulgzchvtPerShare). div(lel2).sub(

user.rewardDeb

);

}z%f( block.number == pool.lastRewardBlock) {
return
user.pendingReward.add(
user.quantity.mul(accKstPerShare).div(lel2).sub(
user.rewardDebt

/

return 0;

function withdraw(uint256 pid) public {// knownsec JIc/" A7
Poollnfo storage pool = poollnfo[ pid];
Userlnfo storage user = userinfo[ pid][msg.sender];

updatePool( pid);
uint256 pendgngmount = pendingKst(_pid, msg.sender);

if(pendir%Amount >0){ } .
safe stTmnsfer(ms%.sender, pendingAmount);// knownsec ZZJjI K%
pool.quantity = poo .quantit;v.sub(user.quantity);
pool.allocKstAmount = pool.allocKstAmount.sub(pendingAmount);
user.accKstAmount = user.accKstAmount.add(pendingAmount);
user.quantity = 0;
user.rewardDebt = 0;
user.accKstAmount = user.accKstAmount.add(pendingAmount);

/
emit Withdraw(msg.sender, _pid, pendingAmount);
function harvestAll() public {// knownsec 2L 777 E 720K
Sfor (uint256 i = 0, i < poollnfo.length; i++) {
withdraw(i);

/
function emergencyWithdraw(uint256 _pid) public {// knownsec 7177104241 £ % 2 Al 1t
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Poollnfo storage pool = poollnfo[ pid];
UserlInfo storage user = userInfo[ pid][msg.sender];
safeKstTransfer(msg.sender, user.pendingReward),;

pool.quantity = pool.quantity.sub(user.quantity);

pool.allocKstAmount = poo?}allocKstAmount.sub(user.pendingReward);
user.accKstAmount = user.accKstAmount.add(user.pendingReward);
user.quantity = 0;

user.rewardDebt = 0;

user.accKstAmount = user.accKstAmount.add(user.pendingReward);
emit EmergencyWithdraw(msg.sender, _pid, user.quantity);

/

// Safe kst transfer function, just in case if rounding error causes pool to not have enough ksts.
function safeKstTransfer(address _to, uint256 _amount) internal {// knownsec kst #2JJ¢
uint256 kstBalance = kst.balanceOf{address(this));
if (_amount > kstBalance) {
kst.transfer(_to, kstBalance);
Jelse !
kst.transfer(_to, _amount);

/

// Set the number of kst produced by each block i } y
_function setKstPerBlock(uint256 _newPerBlock) public onlyOwner {// knownsec Owner 1/ /1] 7 B2 )%
£

massUpdatePools();
kstPerBlock = newPerBlock;

function setHalvingPeriod(uint256 _block) public onlyOwner {// knownsec Qwner 7J}f] 1% £ halvingPeriod
halvingPeriod = _block;

function setRouter(address newRouter) public onlyOwner {// knownsec Owner 7] /1 BB #1727
require(
newRouter != address(0),
"TradingPool: new router is the zero address"

E
router = newRouter;

function setOracle(IOracle _oracle) public onlyOwner{// knownsec Owner 7/ /1] 14 B 70 = LA
require
address(_oracle) != address( 0%
"TradingPool: new oracle is.the zero address"

)
oracle = oracle;

function getPairsLengthg public view returns (uint256).1// knownsec JI JN] G20 %
return EnumerableSet.length( pairs);

function getl?airs(uint256 windex) public view returns (address) {// knownsec ST T 1N 720
require
index <= getPairsLength() - 1,
TLiquidityPool: index out of bounds"

return EnumerableSet.at(_pairs,  index);

function getPoolLength() public view returns (uint256) {// knownsec FIH /&
return poollnfo.%ength;

function getAllPools() external view returns (Poollnfo[] memory) {// knownsec JL1H 17 5 717
return poollnfo;

Flfunction getPoolView(uint256 pid) public view returns (PoolView memory) {// knownsec X754 pid 7117

require(pid < poollnfo.length, "pid out of range”);
Poollnfo memory pool = poollnfo[pid];
address pair = a dress(gool.pair);
ERC20 token0 = ERC20(IKswapPair(pair).token0());
ERC20 tokenl = ERCZO(IszapPairfair).tokenl 0);
string memory symbol( = token(.symbol();
string memory name() = token(0.name();
uint8 decimals( = token0.decimals(),
string memory symboll = tokenl.symbol();
strin§ memory namel = tokenl.name();
uint8 decimalsl = tokenl.decimals(),
uint256 rewardsPerBlock =
pool.allocPoint.mul(kstPerBlock).div(totalAllocPoint);
return
PoolView({
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pid: pid,

pair: pair,

allocPoint: pool.allocPoint,
lastRewardglock: pool.lastRewardBlock,
accKstPerShare: pool.accKstPerShare,
rewardsPerBlock: rewardsPerBlock,
allocKstAmount: pool.allocKstAmount,
accKstAmount: pool.accKstAmount,
quantity: pool.quantity,
accQuantity: pool.accguantity,
token(: address(token()
symbol0: symbol0),

name(: name0,

decimalsQ: decimals0,

tokenl: address(tokenl),
symboll: symboll,

namel : namel,

decimalsl: decimalsl

»

ﬁmctionbfetPool ViewByAddress(address pair)
ic

pu
view

returns (PoolView memory)

uint256 pid = pairOfPid[pair];
return getPoolView(pid),

/

function getAllPoolViews() external view returns (PoolView[] memo
PoolView[] memory views = new Pool View{ {(pool[nfo. ength);

for (uint256 i = 0, i < poollnfo.length; i++
views[i] = getPoolView(i);

return views,

function fetUseerew(address pair, address account)
blic

pu
view

returns (UserView memory)

uint256 pid = pairOfPid[pair|;
UserInfo memory user = userInfo[pid][account];

uint256 unclaimedRewards = pendingKst(pid, account);

return

UserView({

A
/

quantity: user.quantity,

acc?uanﬁty: user.accQuantity,
unclaimedRewards: unclaimedRewards,
accKstAmount: user.accKstAmount

function getUserViews(address account)

external

view
returns (UserView/[] memory)

address pair;

UserView/[] memory views = new Useerew)[ ] /pool[nﬁ). length);

Sfor (uint256:i-= 0; i < poollnfo.length; i++
pair = address(poollnfo[i].pair);
views[i] = getUserView(pair, account);

return views,

/

modifier onlyRouter() {

require(msg.sender == router, "TradingPool: caller is not the router”);

;-
function getQuantity
ddgess outputloken,
uint256 outputAmount,

address anchorToken
) public view returns (uint256) {
uint256 quantity = 0;
if (outputToken == anchorToken) {
quantity = outputAmount;

Jelseif(
IKswapFactory(factory).getPair(outputToken, anchorToken) !=

address(0)

quantity = IOracle(oracle).consult(
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outputToken,
outputAmount,
anchorToken

);
Jelse{
uint256 lenéfth = getWhitelistLength();
Sfor (uint256 index = 0, index < length; index++) {
afd(dress intermediate = getWhitelist(index);
i
IKswapFactory(factory).getPair(outputToken, intermediate) !=
address(0) &2}
IKswapFactory(factory).getPair(intermediate, anchorToken) !=
Iy address(0)
uint256 interQuantity =
1Oracle oraclejyconsult(
outputToken,
outputAmount,
intermediate

);
quantity = IOracle(oracle).consult(

intermediate,
interQuantity,
anchorTloken
Ereak,'
/
/
return quantity;
/
KswapERC20.s0l

// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;// knownsec 751745k
import "../libraries/SafeMath.sol";

contract KswapERC20 {
using Sangatthwap for uint256;

string public constant name = "KSwap LP Token'";

string public constant symbol = "KLP";

uint fublic constant decimals = 18;

uint256 public totalSupply; N

mapping(address => uint256) public balanceOf:// knownse K/ RH o
mapping(address => mapping(address =>wuint256)) public allowance,// knownsec Hiill Hi/%

bytes32 public DOMAIN SEPARATOR;

/7 keccafZ5 6("Permit(address owner,address spender,uint256 value,uint256 nonce,uint256 deadline)");

bytes32 public constant PERMIT T YPEHAS/f 5
Ox6e71ledael2b1b97f4d1f60370fef10105falfaae0126114al69c64845d6126¢9;

mapping(address. => uint256) public nonces;

event Approval(
a Jr)ess indexed owner,
address indexed spender,
uint256 value

event Transfer(addressiindexed from, address indexed to, uint256 value);

constructor() public
uint256 chainld,
assembly { N
chainld := chainid()// knownsec FIH7 i 0K > ikt id

5)0MAIN7SEPARA TOR = keccak256(
abi.encode
keccak25 67(
"EIP712Domain(string name,string version,uint256 chainld,address verifyingContract)"

%c)eccak25 6(bytes(name)),
keccak256(bytes("1")),
chainld,
) address(this)
);
/

function mintgaddress to, uint256 value) internal {// knownsec 5171027 P 551E/]
totalSupply = totalSupply.add(value);
balanceOffto] = balanceOf]to].add(value);
emit Transfer(address(0), to, value);
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/

function _burn(address from, uint256 value) internal {// knownsec %7120 A0 (0
balanceOfffrom] = balanceOf[from].sub(value);
totalSupply = totalSupply.sub(value);
emit Transfer(from, address(0), value);

function _approve(
address owner,
address spender,
uint256 value I

) private {// knownsec 2 ERE #H
allowance[owner][spender] = value;
emit Approval(owner, spender, value);

function _transfer(
address from,
address to,
uint256 value )

) private {// knownsec ¥4I F A
balanceOf[from] = balanceOf[from].sub(value);
balanceOf[to] = balanceOfto].add(value);
emit Transfer(from, to, value);

function approve(address spender, uint256 value) external returns (bool) {// knownsec 2N 777
_approve(msg.sender, spender, value);
return true;

function transfer(address to, uint256 value) external returns (bool){// knownsee JF ik FIK
_transfer(msg.sender, to, value);
return true;

function transferFrom(
address from,
address to,
uint256 value . \
) external returns (bool) {// knownsec Z} 51 P TE P
if (allowance[from] [msg.sendeg] I=uint256(-1))
allowar}ce[ﬁfom][msg.sen er] = allowance(from][msg.sender].sub(
value

>

_transfer(from, to, value);
return true;

function permit(
address owner,
address spender;
uint256 value,
uint256 deadline,
uint§ v,
bytes32 r,
bytes32 s

) external {
require(deadline >= block.timestamp, "Kswap: EXPIRED");
bytes32 digest =

keccak256(
abi.encodePacked(
"\x19%01",
DOMAIN SEPARATOR,
keccak256(
abi.encode
PERMIT TYPEHASH,
owner,
spender,
value,
noncesfowner]++,
deadline
)
)
)
address recoveredAddress = ecrecover(digest, v, 1, s);
require(

recoveredAddress != address( %E&& recoveredAddress == owner,
"Kswap: INVALID SIGNATURE"

_approve(owner, spender, value);
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KswapFactory.sol
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;// knownsec 757547157504

import "../interfaces/IKswapFactory.sol";
import "../libraries/SafeMath.sol";
import "./KswapPair.sol";

contract KswapFactory is IKswapFactory {// knownsec 1) 727
using Sangath swap for uint256;

address public override feeTo;
address public override feeToSetter,
uint256 public override feeToRate;

mapping(address => mapping(address => address)) public override getPair,
address% public override allPairs;

event PairCreated(
address indexed token0,
address indexed

address pair,
uint256

);

constructor(address _feeToSetter) public { i .
feeToSetter = _feeToSetter,// knownsec #4531 ¢ B FALT 101

function allPairsLen;th() external view override returns (uint256) {
return allPairs.length;

function pairCodeHash() external pure returns (bytes32)/{
return keccak256(type(KswapPair).creationCode);

function createPair(address tokenA, address tokenB)
external
override .
returns (address pair)// knownsec 052 54X/

require(tokenA != tokenB, "Kswap: IDENTICAL ADDRESSES");
(address token0, address token/? =
tokenA < tokenB ? (tokenA, tokenBé :(tokenB, tokenA);
require(token( != address(0), "Kswap: ZERO. ADDRESS");
require(getPair[token0][tokenl] == address(0), "Kswap: PAIR_EXISTS"); // single check is sufficient
bytes memory bytecode = type(KswapPair).creationCode;
bytes32 salt = keccak256(abi.encodePacked(token0, tokenl));
assembly {
pair := create2(0, add(bytecode, 32), mload(bytecode), salt)

s
KswapPair(pair).initialize(token0, tokenl);
getPair[token0][tokenl] = pair;

getPair[tokenI][token(] = pair; // populate mapping in the reverse direction
allPairs.push(pair);

emit PairCreated(token0, tokenl, pair, allPairs.length),

/

function setFeeTo(address._feeTo) external override {// knownsec 1% E FeeTo #i1i) feeToSetter 71 57
require(msg.sender == feeToSetter, "Kswap: FORBIDDEN");
feeTo = _feelo;

function setFeeToSetter(address _feeToSetter) external override {// knownsec #47 feeToSetter X /K .

feeToSetter A/l S
require(msg.sender == feeToSetter, "Kswap: FORBIDDEN");
feeToSetter = _feeToSetter;
B /Zunction setFeeToRate(uint256 _rate) external override {// knownsec 1% & FeeToRate, feeToSetter 71/ /H 4
require(msg.sender == feeToSetter, "MdexSwapFactory: FORBIDDEN");

274
require(_rate > 0, "MdexSwapFactory: FEE TO RATE OVERFLOW");
feeToRate = rate.sub(1);

KswapPair.sol
// SPDX-License-Identifier: MIT
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pragma solidity =0.6.12;

import "./KswapERC20.sol";

import "../libraries/Math.sol";

import "../libraries/UQ112x112.s0l";
import "../interfaces/I[ERC20.sol";

import "../interfaces/IKswapFactory.sol";
import "../interfaces/IKswapCallee.sol";

contract KswapPair is KswapERC20 {// knownsec X1 727
using Sangatthwap j}(?)r uint256;
using UQ112x112 for uint224;

uint256 public constant MINIMUM LIQUIDITY = 10**3;
bytes4 private constant SELECTOR =
bytes4(keccak256(bytes("transfer(address,uint256)")));

address public factory;,
address public token0);
address public tokenl;

uint112 private reserve(); // uses single storage slot, accessible via getReserves
uintl12 private reservel,; // uses single storage slot, accessible via getReserves
uint32 private blockTimestampLast, // uses single storage slot, accessible via getReserves

uint256 public priceOCumulativeLast;
uint256 public pricel CumulativeLast; i i
uint256 public kLast; // reserve() * reservel, as of immediately after the most recent liquidity event

uint256 private unlocked = 1;

modifier lock() ;
re%uire(un ocked == 1, "Kswap: LOCKED");
unlocked = 0;
unlocked = 1;
/
function fetReserves()
public
view
returns (

uintl12 reserve(),
uintll2 reservel,
uint32 blockTimestampLast

_reserve() = reserve();
_reservel = reservel;
_blockTimestampLast = blockTimestampLast;

unction _safeTransfer
/ adﬁe&{ token,f (
addpress to,
uint256 value
) private {
(bool success, bytes memory data) =
tol;en. call(avbi. encodeWithSelector(SELECTOR, to, value));
require
success && (data.length == 0 U abi.decode(data, (bool))),
"Kswap: TRANSFER FAILED'

/

event Mint(address indexed sender, uint256 amount(, uint256 amountl);
event Burn(

address indexed sender,

uint256 amount0,

uint256 amountl,

address indexed to

event Swap(
address indexed sender,
uint256 amountOlIn,
uint256 amountllIn,
uint256 amount0Out,
uint256 amountlQOut,
address indexed to

event Sync(uint112 reserve0, uintl12 reservel);
constructor() public {

factory = msg.sender;

// called once by the factory at time of deployment
function initialize(address _token0, address _tokenl) external {
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require(msg.sender == factory, "Kswap: FORBIDDEN"); // sufficient check
token() = _token(;
tokenl = tokenl;

// update reserves and, on the first call per block, price accumulators
function _update(
uint256 balance0,
uint256 balancel,
uintll12 reserve(,
uintl12 reservel
) private {
require(
balance0 <= uintl12(-1) && balancel <= uintl12(-1),
"Kswap: OVERFLOW"

)}.
uint32 blockTimestamp = uint32(block.timestamp % 2**32);
uint32 timeElapsed = blockTimestamp - blockTimesmm’pLast; // overflow is desired
if (timeElapsed > 0 && reserve( != 0 && reservel I=0) {
// * never overflows, and + overflow is desired
price0CumulativeLast +=
uint256(UQ112x112.encode( reservel).uqdiv(_reserve()) *
timeElapsed;
pricel CumulativeLast +=
uint256(UQ112x112.encode( _reserve0).uqdiv(_reservel)) *
timeElapsed;

f’eserveo =uintll Z(balance(l));
reservel = uintli2(balancel),;
blockTimestampLast = blockTimestamp,
emit Sync(reservel, reservel);

/

// if fee is on, mint liquidity equivalent to 1/6th of the growth in sqrt(k)
function _mintFee(uintll gtreserveO, uintl12 reservel)

private

returns (bool feeOn)

address feelo = IKswapFactory(factory).feeTo();

feeOn = feeTo != address(0);
uint256 _kLast = kLast; // gas savings
if (feeOn) {
if (_kLast 1= 0) {
uint256 rootK = Math.sqrt(uint256(_reserve().mul(_reservel));
uint256 rootKLast = Math.sqrt(_kLast);
if (rootK > rootKLast) {
uint256 numerator = totalSupply.mul(rootK.sub(rootKLast));
uint256 denominator =
rootK.mul(IKswapFactory(factory).feeToRate()).add(
rootKLast

uintz5)6 liquidity = numerator / denominator;
if (liquidity > 0) _mint(feelo, liquidity);

# else} if ( kLast !=0){
Last =0,

/

/) this low-level function should be called from a contract which performs important safety checks
function mint(address to) external lock returns (uint256 liquidity) {

(uintl12 reserve(), uintll2 reservel, k) = getReserves(); // gas savings

uint256 balance() = IERC20Kswap(to en(Pg. balanceOf(address(this));

uint256 balancel = IERC20Kswap(tokenl).balanceOf(address(this));

uint256 amount0 = balance(.sub( reservel);

uint256 amountl = balancel.sub(_reservel);

boolZ/eeOn = mintFee( reserve(), reservel);
Fuint 56 _totalSupply = totalSupply; // gas savings, must be defined here since totalSupply can update in
mintFee
B if(itomlS;;pply ==0){
idity = Math.s%l(amountO.mul(amountl )).sub(MINIMUM_LIQUIDITY);

liqui
" _mint(address(0), MINIMUM LIQUIDITY); // permanently lock the first MINIMUM LIQUIDITY
tokens

Jelse !
liquidity = Math.min(
amount().mul( totalSuppl[v) /_reservel),
amountl.mul("totalSupply) / _reservel

/
require(liguidi > 0, "Kswap.: INSUFFICIENT LIQUIDITY MINTED");
_mint(to, liquidity),

_update(balance(, balancel, reserve(), reservel);

if (feeOn) kLast = uint256(reserve().mul(reservel); // reserve() and reservel are up-to-date
emit Mint(msg.sender, amount(, amountli),;
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/

// this low-level function should be called from a contract which performs important safety checks
function burn(address to)

external
lock
returns (uint256 amount(, uint256 amountl)

(uint112 _reserve(, uintl112 reservel, ) = getReserves(), // gas savings
address _token( = token(), /7 gas savings
address _tokenl = tokenl; // gas savings
uint256 balance() = [ERCZ()Kvwap( token() balanceg’ address(this));
uint256 balancel = IERC20Kswap(_tokenl).balanceOf(address(this));
uint256 liquidity = balanceOf[addrevs(thzv)]

bool feeOn = mintFee( reservel), reservel);

uint256 _totalSupply = totalSupply // gas savings, must be defined here since totalSupply can update in
_mintFee
amount() = liquidity. mul(balance /) /_totalSu, pplfv // using balances ensures pro-rata distribution

amountl = liquidify.mul(balancel) /_totalSupply; // using balances ensures pro-rata distribution
require(

amount0 > 0 && amountl > 0,
"Kswap.: INSUFFICIENT LIQU[DIT Y BURNED"

)
burn(address(this), liquidity);
mfe]cranvfer(( token0, to, amount()/
97feTmnvfer tokenl, to, amount
balancel = L CZ()szap( token balancegf address(this));
balancel = IERC20Kswap(_tokenl).balanceOf(address(this));

update(balance(, balancel, _reserve(), reservel);

if (feeOn) kLast = uint25 6(reser've()) mul(revervel ) // reserve() and reservel are up-to-date
emit Burn(msg.sender, amount(, amountl, to);

/

// this low—level function should be called from a contract which performs-important safety checks
function sw

uznt25(£zm0unt00ut
uint256 amountlOut,
addpress to,
bytes calldata data
) external lock {
require(
amount00ut > 0 || amount1Qut >0,
"Kswap: INSUFFICIENT OUTPUT AMOUNT"

(uzntll ? _reserve(, uintl12 reservel, ) = getReserves(); // gas savings
require

amount00ut < _reserve() && amountl Out < reservel,

"Kswap: INSUFFICIENT LIQUIDITY"

>

uint256 balance0;,
I;lin1256 balancel;
2 // scope for token{0,1}, avoids stack too deep errors
address._token() = token0);
address _tokenl = tokenl;
require(fo != _token0 && 10 |=_tokenl, "Kswap: INVALID TO");
if (amount0Qut > () safeTranvfér( tokend), to, amount00ut); // optimistically transfer tokens

if (amount1Out > () _safeTransfer(_tokenl, to, amount1Out); // optzmzmcal/y transfer tokens
if (data.length > 0)

IKswapCallee(to). KswapCall(
msg.sender,
amount(Qut,
amountl Out
data

);
balance) = IERC20Kswap(_token(). balancegf address(this));
balancel = IERC20Kswap(_tokenl).balanceOf(address(this));

/
uint256 amountOln =
balance0 > reserve( - amount0Qut
? é)alance() (_reservel - amount0Out)

uint256 amountlIn =
balancel > reservel - amountl Out
? é)alancel - (_reservel - amountlQOut)

require(
amount0In > ()AJ amountlIn > 0,
"Kswap: INSUFFICIENT _ INPUT AMOUNT"

-

// scope for reserve{0,1}Adjusted, avoids stack too deep errors
uint256 balance()AZi/uvted balance0. mul(]O()? sub(amountOln.mul(3));
uint256 balancel Adjusted = balancel.mul(1000).sub(amount1iIn.mul(3));
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require(
balanceOAdjusted. mul(balancel Adjusted) >
umt256( reserve()).mul(_reservel). mul(]O()()**Z)
"Kswap: K"

/

_update(balancel, balancel, _reserve(), _reservel);
emit Swap(msg.sender, amountOln, amovnt1In, amount0Out, amount1Out, to);

// force balances to match reserves
function skim(address to) external lock {
address _token( = token, // gas savings
address _tokenl = tokenl, // gas savings
_safeTransfer(
tokenO

1ERC20szap(7token()).balancer( address(this)).sub(reserve()

)
_safeTransfer(
_tokenl,

70,
IERC20Kswap(_tokenl).balanceOf{address(this)).sub(reservel)
/

// force reserves to match balances
functzon dync() external lock {
ate

IElgCZOKvwap(token() balance(O{ address(this)),

IERC20Kswap(tokenl).balanceOf(address(this)),
reserve(),
) reservel
/
functzon yrzce(addrevs token, uint256 baseDecimal)
vz W
, returns (uint256)
L

(token() != token && tokenl != token) ||
0 == reserve( ||

, 0 == reservel

l return 0;

}z%f(token() toke?
Jel re/turn uint256(reservel).mul(baseDecimal).div(uint256(reserve()),
else {
return uint256(reservel).mul(baseDecimal).div(uint256(reservel));

KswapRouter.sol
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;

import "@o enzeppelln/contractv/accesv/Ownable.sol "
import "./libraries/KswapLib m? sol

import ". " libraries/SafeMath.so

import "../libraries/Ti ransferHelpersol "

import "../interfaces/IKswapRouter(2. sol":

import "../interfaces/IKswapFactory.sol";

import ", " Jinterfaces/IERC2(.sol";

import ". " Jinterfaces/IWOKT sol", "

interface ITradingPool {
function swap(
address account,
address input,
address output,
uint256 amount
) external returns (bool);

contract KswapRouter is IKswapRouter02, Ownable {// knownsec 15117727
using Sa_/p MathKswap for uint256;

address public immutable override factory,
address public immutable override WOKT;:
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address public override tradingPool;

modifier ensure(uint256 deadline) {
require(deadline >= block.timestamp, "KswapRouter: EXPIRED");

/
constructor(address _factory, address WOKT) public {

actory = factory;
fWOKr%:g;VOK K

receive() external payable {
assert(msg.sender == WOKT), // only accept OKT via fallback from the WOKT contract

function setTradingPool(address _tradingPool) public onlyOwner {
tradingPool = _tradingPool;

/] *¥EEx ADD LIQUIDITY **%%*
function _addLiquidity(
address tokenA,
address tokenB,
uint256 amountADesired,
uint256 amountBDesired,
uint256 amountAMin,
uint256 amountBMin
) internal virtual returns (uint256 amountA, uint256 amountB) {
// create the pair if it doesn't exist yet
if (IKswapFactory(factory).getPair(tokenA, tokenB) == address(0)) {
IKswapFactory(factory).createPair(tokenA, tokenB);

(uint256 reserveA, uint256 reserveB) =
KswapLibrary.getReserves(factory, tokenA, tokenB);
if (reserved == 0 && reserveB == () 5
Jel (cimountA, amountB) = (amountADesired, amountBDesired);
else {
uint256 amountBOptimal =
szagLibmry.quote(amountADesired, reserveA, reserveB);
if (amountBOptimal <= amountBDesired).{
require(
amountBOptimal >= amountBMin,
"KswapRouter: INSUFFICIENT B_AMOUNT"

Jel (cimountA, amountB) = (amountADesired, amountBOptimal);
else {
uint256 amountAOptimal =
KswapLibrary.quote(amountBDesired, reserveB, reserveA);
assert(amountAOptimal <= amount4Desired);
require(
amountAOptimal >= amountAMin,
"KswapRouter: INSUFFICIENT A_ AMOUNT"

(szountA, amountB) = (amountAOptimal, amountBDesired);

; A

unction addLiquidi
. address to enAt,y(

address.tokenB,
uint256 amountADesired,
uint256 amountBDesired,
uint256 amountAMin,
uint256 amountBMin,
addpress to,
uint256 deadline

external
virtual
override
ensure(deadline)
returns (
uint256 amountA,
uint256 amountB,
uint256 liquidity

(amountA, amountB) = _addLiquidity(
tokenA,
tokenB,
amountADesired,
amountBDesired,
amountAMin,
amountBMin
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address pair = Kswa Librag.pairFor(factory, tokenA, tokenB);

Ty ransferHegper.safe ransferFrom(tokenA, msg.sender, pair, amountA);

TransferHelper.safe TransferFrom(tokenB, msg.sender, pair, amountB);
; liquidity = IKswapPair(pair).mint(to);

function ada’Li%(uidityE TH(
address token,
uint256 amountTokenDesired,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline

external

payable

virtual

override

ensure(deadline)

returns (
uint256 amountToken,
uint256 amountETH,
uint256 liquidity

(amountToken, amountETH) = _addLiquidity(
token,
WOKT,
amountTokenDesired,
msg.value,
amountTokenMin,
amountETHMin

)address pair = KswapLibrary.pairFor(factory, token, WOKT);
TransferHelper.safeTransferFrom(token, msg.sender, pair, amountToken);
IWOKT(WOKT).deposit{value: amountETH, g
assert(IWOKT(WOKT).transfer(pair, amountETH));
liquidity = IKswapPair(pair).mint(to);
// refund dust eth, if any
if(ms§.value > amountETH)

ransferHelper.safeTransferETH(msg.sender, msg.value - amountETH);

/

1/ ¥¥*%% REMOVE LIQUIDITY ****
function removeLiquidity(

address tokenA,

address tokenB,

uint256 liquidity,

uint256 amountAMin,

uint256 amountBMin,

addpress to,

uint256 deadline

public

virtual

override

ensure(deadline)

returns (uint256 amountA, uint256 amountB)

address pair = KswapLibrary.pairFor(factory, tokenA, tokenB);
IKswapPair(pair).trans erFrom(msjg.senden pair, liquidity); // send liquidity to pair
(wint256 amount0, uint256 amountl) = IKswapPair(pair).burn(to);
(address token(, ) = KswapLibrary.sortTokens(tokend, tokenB);
(amountA, amountB). = tokenA == token(

? (amount(, amountl)

: (amountl, amount();
require(amountA >= amountAMin, "KswapRouter: INSUFFICIENT A AMOUNT"),
require(amountB >= amountBMin, "KswapRouter: INSUFFICIENT B_AMOUNT");

function removeLiquidityETH(
address token,
uint256 liquidity,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline

public

virtual

override

ensure(deadline)

returns (uint256 amountToken, uint256 amountETH)

(amountToken, amountETH) = removeLiquidity(

token,
WOKT,
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liquidity,
amountTokenMin,
amountETHMn,
address(this),
deadline

)
Trans erHegaer.safeT ransfer(token, to, amountToken);

IWOKT(We

KT).withdraw(amountETH);

TransferHelper.safeTransferETH(to, amountETH);

function removeLiquidity WithPermit(
address tokenA,
address tokenB,
uint256 liquidity,
uint256 amountAMin,
uint256 amountBMin,
addpress to,
uint256 deadline,
bool approveMax,
uint8 v,
bytes32r,
bytes32 s

) external virtual override returns (uint256 amountA, uint256 amountB) {
address pair = KswapLibrary. gairFZo
? uint25

uint256 value = approveMax
IKswapPair(pair).permit(
msg.sender;
address(this),

value,

deadline,

v =

rgfactory tokenA, tokenB);

(-1) : liquidity;

()amountA, amountB) = removeLiquidity(

tokenA,
tokenB,
liquidity,
amountAMin,
amountBMin,

fo,
deadline
)}.
/

function removeLiquidity ETHWithPermit(

address token,

uint256 liquidity,

uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,

uint256 deadline,

bool approveMax;,

uint8 v,

bytes32 1,

bytes32 s

external
virtual
override

returns.(uint256 amountToken, uint256 amountETH)

address pair = KswapLibrary. gairFZoj
7 uint.

uint256 value = approveMax
IKswapPair(pair).permit(
msg.sender,
address(this),

value,

deadline,

v =

rgfactory, token, WOKT),

(-1) : liquidity;

);
(amountToken, amountETH) = removeLiquidityETH(

token,

liquidity,
amountTokenMin,
amountETHMn,

o,
) deadline
;)
// *¥*¥% REMOVE LIQUIDITY (supporti

fee-on-transfer tokens) ****

n
function removeLiquidityET. HSupporting§ eeOnTransferTokens(

address token,
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uint256 liquidity,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline
) public virtual override ensure(deadline) returns (uint256 amountETH) {
(, amountETH) = removeLiquidity
token,
WOKT,
liquidity,
amountTokenMin,
amountETHMn,
address(this),
deadline

)
TransferHelper.safeTransfer(
token,

to,
IERC20Kswap(token).balanceOf(address(this))

)
IWOKT(WOKT).withdraw(amountETH);
TransferHelper.safeTransferETH(to, amountETH);

function removeLiquidityETHWithPermitSupportingFeeOnTransferTokens(
address token,
uint256 liquidity,
uint256 amountTokenMin,
uint256 amountETHMin,
addpress to,
uint256 deadline,
bool approveMax,
uint8 v,
bytes32r,
bytes32 s
) external virtual override returns (uint256 amountETH) {
address pair = KswapLibrary. gairF or(factory, tokeny WOKT),
uint256 value = approveMax ? uint256(-1) : liquidity;
IKswapPair(pair).permit(
msg.sender;
address(this),
value,
deadline,

v =

);
amoun?{E TH = removeLiquidityETHSupportingFeeOnTransfer Tokens(
token,
liquidity,
amountTokenMin,
amountETHMn,

fo,
deadline
)}.
/

// requires the initial amount to have already been sent to the first pair

Sfunction _swap(
uint256/] memory amounts,
address[] memory path,
address  to
) internal virtual {
for (uint256 i; i < path.length - 1, i++) {
(address input, address outputg = (path[;], path[i + 1]);
(address token0), ) = KswapLibrary.sortTokens(input, output);
uint256 amountQOut = amounts[i + 1];
if (tradingPool != address(0)) ;
ITradingPool(tradingPool).swap(
msg.sender,
input,
output,
amountOut

)}.

(uint256 amount0Out, uint256 amountlOut) =
input == token(
? (uint256(0), amountOut)
: (amountOut, uint256(0));
address to =
i < path.length - 2
? KswapLibrary.pairFor(factory, output, path[i + 2])

o to,
IKswapPair(KswapLibrary.pairFor(factory, input, output)).swap(

amount00ut,
amountlOut,
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fo,
new bytes(0)

/

function swapExactTokensForTokens(
uint256 amountln,
uint256 amountOutMin,
address[] calldata path,
addpress to,
uint256 deadline

external

virtual

override

ensure(deadline)

returns (uint256[] memory amounts)

amounts = KswapLibrary.getAmountsOut(factory, amountln, path);
require(
amount%amounts.len th - 1] >= amountOutMin,
"KswapRouter: INSUFFICIENT OUTPUT AMOUNT"

)).
TransferHelper.safeTransferFrom(
path/ Of
msg.sender,
KswapLibrary.pairFor(factory, path[0], path[1]),
amounts[0]

!swap(amounts, path, to);

function swapTokensForExactTokens(
uint256 amountQOut,
uint256 amountinMax,
address[] calldata path,
addpress to,
uint256 deadline

external

virtual

override

ensure(deadline)

returns (uint256[] memory amounts)

amounts = KswapLibrary.getAmountsIn(factory, amountOut, path);
require(

amounts}{()] <= amountInMazx,

"KswapRouter: EXCESSIVE INPUT AMOUNT"

)TransferHel er.safeTransferFrom(
path[ Of
msg.sender;
KswapLibrary.pairFor(factory, path[0], path[1]),
amountsf0]

iswap(amounts, path, to);

Sfunction swapExactETHForTokens(
uint256. amountOutMin,
address[] calldata path,
address to,
uint256 deadline

external

payable

virtual

override

ensure(deadline)

returns (uint256[] memory amounts)

require(path[0] == WOKT, "KswapRouter: INVALID PATH");
amot;ntg = KswapLibrary.getAmountsOut(factory, msg.value, path);
require
amounts|amounts.length - 1] >= amountOutMin,
"KswapRouter: INSUFFICIENT OUTPUT AMOUNT"

)I)WOKT (WOKT).deposit{value: amounts[0]}();
assert,
1 gVOK T(WOKT). transfe;{

KswapLibrary.pairFor(factory, path[0], path[1]),
amounts[0]

!swap(amounts, path, to);
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/

function swapTokensForExactETH(
uint256 amountQOut,
uint256 amountinMax,
address[] calldata path,
address to,
uint256 deadline

external

virtual

override

ensure(deadline)

returns (uint256[] memory amounts)

require(path[path.length - 1] == WOKT, "KswapRouter: INVALID PATH");
amot;nt; = KswapLibrary.getAmountsIn(factory, amountQOut, path);
require

amounts}{()] <= amountInMax,

"KswapRouter: EXCESSIVE INPUT AMOUNT"

TransferHelper.safeTransferFrom
{a i Of if ife (
msg.sender,
KswapLibrary.pairFor(factory, path[0], path[1]),
) amounts[0]
swa ggmounts, path, address(this));
TWOKT(WOKT).withdraw(amounts[amounts.length - 1]);
TransferHelper.safeTransferETH(to, amounts[/amounts.length - 1]);

function swapExactTokensForETH(
uint256 amountlin,
uint256 amountOutMin,
address[] calldata path,
addpress to,
uint256 deadline

external

virtual

override

ensure(deadline)

returns (uint256[] memory amounts)

require(path[path.length - 1] == WOKT, "KswapRouter: INVALID PATH");
amot;nt; = KswapLibrary.getAmountsOut(factory, amountln, path);
require

amounts}{amounts. length = 1] >= amountQutMin,

"KswapRouter: INSUFFICIENT OUTPUT AMOUNT"

)TransferHel er.safeTransferFrom(
path[ Of
msg.sender;
KswapLibrary.pairFor(factory, path[0], path[1]),
amountsf0]
swa ggmounts, path, address(this)),
TWOKT(WOKT).withdraw(amounts[amounts.length - 1]);
TransferHelper.safeTransferETH(to, amounts[amounts.length - 1]);

function swapETHForExactTokens(
uint256 amountQOut,
address(] calldata path,
address to,
uint256 deadline

external

payable

virtual

override

ensure(deadline)

returns (uint256[] memory amounts)

require(patllz{()] == WOKT, "KswapRouter: INVALID PATH");
amounts = KswapLibrary.getAmountsIn(factory, amountOut, path);
re uire7(am0unts 0] <= msg.value, "szafRouter: EXCESSIVE_INPUT AMOUNT");
1 VgOK (WOKT).deposit{value: amounts[0]}();
assert
IWOKT(WOKT). transfe;{
KswapLibrary.pairFor(factory, path[0], path[1]),
amounts[0]

);swa (amounts, path, to);
7 rejgnd dust ét)}z, 1'fdny '
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if(ms§ value > amounts[T()j)

l;ansferHelper.safe ransferETH(msg.sender, msg.value - amounts[0]);

/] *EEX SWAP (supporting jée-on-tmnszfer tokens) ****
// requires the initial amount to have already been sent to the first pair
function _swapSupportingFeeOnTransferTokens(
address[] memory path,
address _to
) internal virtual {
for (uint256 i; i < path.length - 1; i++) {
(address input, address outputg = (path[;], path[i + 1]);
address token(, ) = KswapLibrary.sortTokens(input, output);
KswapPair pair =
IKswapPair(KswapLibrary.pairFor(factory, input, output));
uint256 amountlnput;
I;lin1256 amountQutput;
2 // scope to avoid stack too deep errors
(uint256 reserve(), uint256 reservel, ) = pair.getReserves(),
(uint256 reservelnput, uint256 reserveQutput) =
input == token(
? (reservel), reservel)
: (reservel, reserve();
amountlnput = IERC20Kswap(input).balanceOf{address(pair)).sub(
reservelnput

)}.

amountOutput = KswapLibrary.getAmountOut(
amountlnput,
reservelnput,
reserveQutput

>

/
if (tradingPool != address(()
A IngdingPool(tmdinggDé)o;).swap(
msg.sender,
input,
output,
amountQOutput

)}.

(uint256 amount0Out, uint256 amountlOut) =
input == token(
? (uint256(0), amountOutput)
: (amountOutput, uint256(0));
address to =
i < path.length - 2
? KswapLibrary.pairFor(factory, output, path[i + 2])
:_to;
; pair.swap(amount0Out, amountl Out, to, new bytes(0));
/

function swapExactTokensForTokensSupportingFeeOnTransfer Tokens(
uint256 amountln,
uint256 amountOutMin,
address(] calldata path,
addpress to,
uint256 deadline
) external virtual override ensureggleadline) {
TransferHelper.safeTransferFrom(
path/ Of
msg.sender,
KswapLibrary.pairFor(factory, path[0], path[1]),
amountln

uint256 balanceBefore =
IERC20Kswap(path[path.length - 1]).balanceOf(to);
_swapSupportingFreeOnTransferTokens(path, to);
require
1 IERC20Kswap(path[path.length - 1]).balanceOf(to).sub(
balanceBefore
) >= amountOutMin,
"KswapRouter: INSUFFICIENT OUTPUT AMOUNT"

/

function swapExactETHForTokensSupportingFeeOnTransfer Tokens(
uint256 amountOutMin,
address[] calldata path,

address to,
uint256 deadline

) external payable virtual override ensure(deadline) {
require(path[0] == WOKT, "KswapRouter: INVALID PATH");

uint256 amountln = msg.value;
IWOKT(WOKT).deposit{value: amountln}();
assert(
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IWOKT(WOKT). transfe;{
KswapLibrary.pairFor(factory, path[0], path[1]),
amountln

uint256 balanceBefore =

IERC20Kswap(path[path.length - 1]).balanceOf(to);
_swapSupportingFeeOnTransferTokens(path, to);
require(

IERC20Kswap(path[path.length - 1]).balanceOf(to).sub(

balanceBefore
) >= amountOutMin,
"KswapRouter: INSUFFICIENT OUTPUT AMOUNT"

/

function swapExactTokensForETHSupportingFeeOnTransfer Tokens(
uint256 amountln,
uint256 amountOutMin,
address[] calldata path,
addpress to,
uint256 deadline
) external virtual override ensure(deadline) {
require(path[path.length - 1] == WOKT, "KswapRouter: INVALID PATH");
TransferHelper.safeTransferFrom(
path/ Of
msg.sender,
KswapLibrary.pairFor(factory, path[0], path[1]),
amountln

)}.
7swgpSupp0rtin FeeOnTransferTokens(path, address(this));
uint '56(am0unt ut = IERC20Kswap(WOKT).balanceOf{address(this));
require

amountQOut >= amountOutMin,

"KswapRouter: INSUFFICIENT OUTPUT AMOUNT"

A
IWOKT(WOKT).withdraw(amountOut);
TransferHelper.safeTransferETH(to, amountOut);

/) *¥*%% LIBRARY FUNCTIONS ****
function quote(
uintz56 amountA,
uint256 reserveA,
uint256 reserveB
) public pure virtual override returns (uint256 amountB) {
return KswapLibrary.quote(amountd, reserveA, reserveB);

function getAmounIOMt(
uint256 amountln,
uint256 reserveln,
uint256 reserveQut
) public pure virtual override returns (uint256 amountQOut) {
return KswapLibrary.getAmountOut(amountln, reserveln, reserveOut);

function getAmountIn
uint256 amountQut,
uint256 reserveln,
uint256 reserveQOut
) public pure virtual override returns (uint256 amountln) {
return KswapLibrary.getAmountIn(amountOut, reserveln, reserveQut);

function fetAmountsOut(uint256 amountln, address[] memory path)
public
view
virtual
override
returns (uint256[] memory amounts)

return KswapLibrary.getAmountsQOut(factory, amountln, path);

function fetAmountsln(uint256 amountQOut, address[] memory path)
public
view
virtual
override
returns (uint256[] memory amounts)

return KswapLibrary.getAmountsin(factory, amountOut, path);
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TimeLock.sol
// SPDX-License-Identifier: MIT
pragma solidity =0.6.12;

import "(@openzeppelin/contracts/math/SafeMath.sol";
import "(@openzeppelin/contracts/token/ERC20/IERC20.s0l";
import "(@openzeppelin/contracts/token/ERC20/SafeERC20.sol";
contract TeamTimeLock {// knownsec 5 7E FZ55 200 ] 61
using SafeMath for uint256,
using SafeERC20 for [ERC20;

IERC20 public token;

uint256 public constant PERIOD = 30 days,

uint256 public constant CYCLE TIMES = 24;

uint256 public fixedQuantity, // Monthly rewards are fixed
uint256 public startTime;

uint256 public delay;

uint256 public cycle; // cycle already received

uint256 public hasReward; // Rewards already withdrawn
address public beneficiary,

string public introduce;

event WithDraw,
address indexed operator,
address indexed to,
uint256 amount

>

constructor(
address _beneficiary,
address _token,
uint256 _fixedQuantity,
uint256 _startTime,
uint256 _delay,
string memory _introduce
) public {
require(
beneficiary != aa’dress(()) && _token != address(0),
"TimeLock: zero address"

)}.
require(fixedQuantity > 0, "TimeLock: fixedQuantity is zero");

beneficiary = beneficiary,
tokeij; = IE}RCZO( toj;cen W
ﬁxedQuantitZy = fixedQuantity;
delay = delay;

startTime = _startTime.add( delay);
introduce = _introduce;

/

function getBalance() public view returns (uint256) {
return token.balanceOf{address(this));

function getReward() public view returns (uint256) {
/. H§S ended or.not started.

if (cycle >= CYCLE TIMES' || block.timestamp <= startTime) {

return 0;

/
uint256 nycle = (block.timestamp.sub(startTime)).div(PERIOD);

if (pCycle >= CYCLE TIMES,
& rJéturn token.bala?zceOf(a)dd{ress(this));

) return pCycle.sub(cycle). mul(fixedQuantity);

function withDraw() external {
uint256 reward = getRewam’();
require(reward > 0, "TimeLock: no reward");

uint256 pCycle = (block.timestamp.sub(startTime)).div(PERIOD);
Cy K/IES . pCycle;

cycle = pCycle >= CYCLE _TIMES ? CYCLE T.
hasReward = hasReward.add(reward),
token.safeTransfer(beneficiary, reward),

emit WithDraw(msg.sender, beneficiary, reward);

/

// Update beneficiary address by the previous beneficiary.

function setBeneﬁciag/(address 7newBeneyﬁciary) public {
require(msg.sender == beneficiary, "Not beneficiary");
beneficiary = newBeneficiary;
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6. Appendix B: Vulnerability rating standard

Smart contract vulnerability rating standards

Level

High

Low

Level Description

Vulnerabilities that can directly cause the loss of token
contracts or user funds, such as: value overflow loopholes that
can cause the value of tokens to zero, fake recharge loopholes
that can cause exchanges to lose tokens, and can cause contract
accounts to lose OKT or tokens. Access-loopholes, etc.y
Vulnerabilities that can cause loss of ownership of token
contracts, such as: access control defects of key functions,
call injection leading to bypassing of access control of key
functions, etc. ;

Vulnerabilities-that can cause the token contract to not work
properly, such as: denial of service vulnerability caused by
sending OKT to malicious addresses, and denial of service
vulnerability eaused by exhaustion of gas

High-risk vulnerabilities that require specific addresses to
trigger, such as value overflow vulnerabilities that can be
triggered by token contract owners; access control defects for
non—critical functions, and logical design defects that cannot
cause direct capital losses, etc

Vulnerabilities that are difficult to be triggered,
vulnerabilities with limited damage after triggering, such as

value overflow vulnerabilities that require a large amount of
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OKT or tokens to trigger, vulnerabilities where attackers cannot
directly profit after triggering value overflow, and the
transaction sequence triggered by specifying high gas depends on

the risk Wait.

¢
N
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7. Appendix C: Introduction to auditing tools

7.1 Manticore

Manticore is a symbolic execution tool for analyzing binary files and smart
contracts. Manticore includes a symbolic Ethereum Virtual Machine (EVM), an EVM
disassembler/assembler and a convenient interface for automatic compilation and
analysis of Solidity. It also integrates Ethersplay, Bit of Traits.of Bits visual
disassembler for EVM bytecode, used for visual analysis. Like binary files, Manticore
provides a simple command line interface and a Python for-analyzing EVM bytecode

APL

7.2 Oyente

Oyente is a smart contract analysis tool. Oyente can be used to detect common
bugs in smart contracts, such as reentrancy, transaction sequencing dependencies, etc.
More convenient, Oyente's design is modular, so this allows advanced users to
implement and Insert their own detection logic to check the custom attributes in their

contract.

7.3 securify.sh

Securify can verify common security issues of Ethereum smart contracts, such as
disordered transactions and lack of input verification. It analyzes all possible

execution paths of the program while fully automated. In addition, Securify also has a
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specific language for specifying vulnerabilities, which makes Securify can keep an

eye on current security and other reliability issues at any time.

7.4 Echidna

Echidna is a Haskell library designed for fuzzing EVM code.

7.5 MAIAN

MAIAN is an automated tool for finding vulnerabilities in Ethereum smart
contracts. Maian processes the bytecode of the contract and tries to establish a series

of transactions to find and confirm the error.

7.6 ethersplay

ethersplay is an EVM disassembler, which contains relevant analysis tools.

7.7 ida-evm

ida-evm is an IDA processor module for the Ethereum Virtual Machine (EVM).

7.8 Remix-ide

ida-evm is an IDA processor module for the Ethereum Virtual Machine (EVM).
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7.9 Knownsec Penetration Tester Special Toolkit

Pen-Tester tools collection is created by KnownSec team. It contains plenty of
Pen-Testing tools such as automatic testing tool, scripting tool, Self-developed tools

etc.
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